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TO OUR CUSTOMERS

One of our most important aims is to provide you with the best documentation possible to use
successfully your Interra products. Focusing on this, we will keep on improving our documentation to
better suit your needs. Our publications will be updated as new volumes as soon as changes are
introduced.

If you have any questions or comments regarding this publication, do not hesitate to contact us:
E-Mail: info@interra.com.tr

Tel: +90 (216) 326 26 40 Fax: +90 (216) 324 25 03

Most Current Product Manual
To obtain the most up-to-date version of this product manual, please visit our Web site at:

http://www.interratechnology.com

You can determine the version of an Interra document by examining its literature number found on the
bottom right corner of any page.

The first two letters of the literature are the type of document. The following numbers are the document’s
creation date and the last letter is the version (e.g., PM181017001A is version A of a product manual
created on 17/10/18).

©2023 INTERRA PM2310270186AEN
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1. Content of The Document

This document contains Interra’s ITR800-1000 coded iBMS Logic Server device’s electronic and all essential
feature information for programming this product. In each subtitle is explained the characteristics of the device

are. Modifications of the product and special change requests are only allowed in coordination with product
management.

©2023 INTERRA PM2310270186AEN
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2. Product Description

Interra ITR800-1000 iBMS Logic Server, is your most straightforward way to program complex logic in KNX/EIB,
Modbus, BACnet, and networks. It will enable you to efficiently customize building automation processes, quickly
delivering unlimited flexibility benefits to end users in a cost-effective way

ibMS Logic Server product can be attached to the ETS database file, and the model used in the project is selected
on the same file hence it is aimed to program the devices in a flexible structure, and a simple system that is not
complex is presented to the implementers.

©2023 INTERRA PM2310270186AEN
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The following table shows the technical information of the Interra iNode Logic Server.

Product Code

ITR800-1000

Power Supply
Power Consumption

LED Indicators

Temperature Range

Maximum Air Humidity
Colour
Dimensions

Configuration

©2023 INTERRA

24 V DC Power Supply Terminal Connector / PoE
1.3W

1 x CPU Load, 1 x Activity

Operation (- 20°C ...70 °C)

Storage (-35°C...100 °C)

<90 RH

Gray

170 x 65 x 90 mm (W x H x D)

Via Web Interface

10
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2.2. Dimensions

=
8 o w [+1-] Lan/uss
#® 9 8 24v  PPOE4V

L INTERRA

ITR800-1000 8
3
3
iBMS
. =
l Logic Server KNX ,

RS485 RS485/RS232
A B GNDIA B GND TX RX GND I

Fig. 3: Dimensions of the iBMS Logic Server

¢ All values given in the device dimensions are millimetres.

2.3. Mounting

> Mounting the device on DIN rail.

> Connect the KNX bus cable.
» Connect 24V power supply to the device (either through separate 24V screw terminals or through
Passive 24V DC Power-Over-Ethernet).

> Connect Ethernet/LAN cable coming from the PC.
Powering

Interra iBMS Logic Server supports two powering modes:

> Regular powering over screw terminals (Jumpers up or down)
> Passive PoE powering over 24 V DC ( Jumpers down)
> When using active PoE 48V, jumpers have to be UP or the product will be damaged!

11
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Please note that there are two PoE types of PoE switches/adapters — passive and active (802.3af). In
passive mode 4 Ethernet cable wires are used for data and 4 are used for power. In active POE mode
data and power goes together.

Reset Device

You can either reboot the device by pressing RESET button or reset the configuration to factory defaults:

> Press and hold for < 10 sec - reboot the device.
> Press and hold for > 10 sec - reset networking with IP to factory default.
> Press and hold for > 10 sec and again press and hold for > 10 sec - full reset of configuration to

factory defaults.

2.4. Functional Descriptions

The prominent features of the iNode Logic Servers are the followings:
> Interra iBMS Logic Server is an embedded platform with an integrated Ethernet, USB, KNX/TP
and RS485/RS-232 serial interfaces.

> Interra iBMS Logic Server can be used as a cross-standard gateway (Modbus, BACnet/IP), logic
engine, visualization platform, KNX/IP Router.

> Interra iBMS Logic Server can be integrated with various cloud/web services and 3rd party
devices. Scripts (logic engine) allows iBMS Logic Server to simultaneously actasa thermostat, security
panel, lighting controller, etc.

> Interra iBMS Logic Server supports iOS Siri and Google Voice control via native apps available
in App Store and Google Play.

> iBMS application store and external app development possibility allow to extend device
functionality and adjust to a specific market segment.

Default IP Configuration

Login Name admin
Password admin
IP Address 192.168.0.10

Network Mask 255.255.255.0

12
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3. Graphical User Interface

After a successful login the main page appears:

£ Q

BIX[2]0
® 2

Fig. 1: Main Page

m

Amazon Nexa

¢ LogicMachine - objects and object logs, scripts, schedulers, trends, visualization editor, user access,
alerts and error logs

e System config - network, KNX and other built-in service configuration, package management and
firmware upgrade, general system status

¢ Visualization - main graphical visualization (plan view)

e Touch - graphical visualization for touch devices

e Schedulers - user-defined schedulers

e Trend logs - chart view for time-series data

e Mosaic app - graphical visualization application

The main screen of the interface is a list of installed applications. It is possible to change the application order,
hide selected applications. Each user can customize the background, light/dark theme and interface language.
The admin user can install and update applications.

13
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3.1. Customizing The Background / Language

Click Customize

The interface language can be chosen by clicking the Language drop-down menu.

©2023 INTERRA

&

to change the interface language, color theme and the background image.

Customize

Language

No image

English

Lighttheme | Dark theme

Fig. 2: Customizing The Background

Customize

Language

Spanish

English
Bulgarian
Chinese
Czech
Danish

Fig. 3: Customizing The Language

14
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The background image is applied automatically when chosen.

%éxw:l D "

Log:cMachme System conflq 2 Visualization = Touch T Schedulers ',_

LM C!oud 3 AmdkonAl(»m

Fig. 4: Background Example

3.2. Search Function

iBMS Logic Server
Product Manual

Trend logs

Click Search Q- to open the search box to find applications containing the given search phrase.

x fwd ]

Visualization

& +

Fig. 5: Search Box

15
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3.3. Unlock The Application List

Click Unlock ﬂ to change the application order via drag & drop.

iBMS Logic Server
Product Manual

6] + ==

Schedulers Trend logs %

Fig. 6: Unlock The Application List

[ 1 ]
To hide certain applications for users click Grid ®®  and then click Visibility .

Visualization Schedulers

A

Fig. 7: Hide Certain Application List

A

After selecting which apps will be visible to users click Save

©2023 INTERRA
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3.4. Admin Mode

3.4.1. Admin Mode Settings

(1]
Click Grid Ny then Customize and click Change admin password.

Customize

Allow users to show/hide apps

Change admin password

Fig. 8: Customize Password Window

Allow users to show/hide apps enables/disables the possibility for non-admin users to to show or hide apps
themselves.

3.4.2. Change Default Page View For Users

While in admin mode it is possible to change the default view for all users - the background image,
hide/unhide/sort apps the same way as described in 3.3. Once the all the necessary changes have been made

click Save .

17
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3.4.3. Add or Remove Applications

Click Plus H to enter the application administration page. If an error message appears, provide valid DNS
settings as described in Sysfem Configuration — Network — Interfaces.

The list of available applications is displayed.

Installed (uninstall, update, configure) @

Alert manager
Version: 20180926

WEAEIEEEE  This application is used for client side alert handling including audio
alerts. You can use the application stand alone or include the
application into your visualization by a frame. Within the application you
can select a lot of options how the client should respond to incoming
alerts and how the acknowledge should be handled.

O Amazon Alexa App

Version: 20210326
Amazon Alexa Home Skills

Fig. 9: Customize Password Window

Click Install to install a given application into iBMS Logic Server.

Install Alert manager?

3

Fig. 10: Install Alert Manager Window

Click Installed to view a list of currently installed applications on iBMS.

18
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Filter x

Install new apps and widgets

Alert manager n
Version: 20180926
Alert manager

This application is used for client side alert handling including audio
alerts. You can use the application stand alone or include the
application into your visualization by a frame. Within the application you
can select a lot of options how the client should respond to incoming
alerts and how the acknowledge should be handled.

Fig. 11: Install New Apps and Widgets Window

Applications can be installed manually by providing an appropriate application package file.

= '
Install from file
Package file
et | e s

Install from file

! "‘ Amazon Alexa m

Fig. 12: Install From File Window

Click Update E to install a newer version of a selected application.

Click Grid E to return to the main page.

3.4.4. Exit Admin Mode

Click ﬂ to exit perform logout.

3.5. Application Development

Visit our website: hit

19
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4. iBMS Logic Server Configuration

This is the main page of the iBMS Logic Server configuration and management. It consists of the following tabs:

¢ Obijects - object management

¢ Object logs - object logs

e Scripting - scripting repository management

e Schedulers - user scheduler managements

e Trend logs - time/series value log managements

e Scenes - scenes for object control

e Vis. structure - visualization structure definition

¢ Visualization - visualization editor

¢ Vis. graphics - icon, background, font management
e Utilities - utilities including import from ETS, reset, backup, restore
e User access - user management and access logs

e Modbus - Modbus mapper

e Alerts - user and system alert messages

e Logs - scriptlogs

e Errorlog - script and system error messages

20
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4.1. Objects

Objects can be added to this list in several ways:

e Manually by clicking Add new object

e New group addresses seen on the bus are added automatically (if Bus sniffer enabled in  Utilities —
General configuration)
e Importing KNXPROJ or ESF file (in Utilities)

LogikMachine Neighbours: | Select neighbous v | Language: | Engsh v | St o ual
+  Objects Ot s Sorpong Schadulers Trend gs Seenes Vi structure Veuaation VE, (raphics Leines USer access DA Modbos
Obpct frer « Grow. Objctname ¥ Lo Ev. Datatype Curent. Log Ex. Tags Upame. S. WM. C. D
o i o "n M o¥ @ e o 07032 s @3 ]
"% & orpt. 1 0803.2 s 0 3 O
ne o orip. 1 08.03.2 s 2 3 O
Data type: w3 - 0rtbt 1 07032 s 0 3 ©O
Nl datatyp b 320 Light_for_m = 01001 on . 07032 s & 3 O
Tags 321! status o 01002 tue 07032 s 2 3 O
32110 my_RGB_C o 282600 CEEEED 02032 s & & O
P 32010 Sthwduber_ o 01001 om 02032 » 2 3 O
Fig. 13: Objects Window
4.1.1. Object Parameters
Click the object name or group address to edit object parameters.
1111 v @ (& ot 1bitpo.. 1 [ 07.032022 % e B ©
Edit object X

Object name: sunrise

Group address:

Data type: 10. 3 byte time / day v
Current value: 6:50:00

Tags:

Units / suffix:

Log: O

Export: O

Read during start-up: [ send read request during start-up

Poll interval (seconds): 2

Object comments:

|  Save |  Cancel

Fig. 14: Edit Object Window
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e Object name - name of the object

e Group address - group address of the object (cannot be changed once object is created)

o Data type - KNX data type of the object Note: in some cases objects added via bus sniffer or ESF
import might have incorrect data type

e Current value - current value of the object

e Tags - allows grouping several objects via common tags which then can be used in scripting

e Units/ suffix - text value that appears after the object value. Some data types have units by default
(%, °C etc.)

e Log - enable logging for this object. Logs will appear in the Objects logs tab

e Export - this will allow object access from BACnet/IP (if enabled). Can also be used to limit objects that
can be accessed via Remote services (configurable)

e Read during start-up - send a read request to this object when the system starts.

o Pollinterval (seconds) - periodically send read requests to this KNX object

¢ Object comments - used comments about this object

The object list can be sorted by one of the following parameters - Name, Group address, Data type, Current
value, Tags, Comments.

4.1.2. Object visualization parameters

Click " in the object list to set specific visualization parameters for the selected object.

Note! Some properties like background color are only visible in the Visualization viewer but not in the editor.

4.1.2.1.1 Bit

Visualization parameters X
Object: 32/1/1 Light_for_mosaic
Control type: Toggle .
Control size scale: Toggle
Checkbox
Start / Stop
Stop / Start

Fig. 15: Visualization Parameters — 1 Bit Window
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e Control type - control element appearance (Touch Visualization or in Show control mode)

O Toggle

M -

O Checkbox

O Start/ Stop - send 1/true on press, O/false on release

x

O Stop / Start - send O/false on press, 1/true release

e Control size scale - size of the control element (only in Show control mode)

4.1.2.2. 4 Bit (3 Bit Controlled)

Visualization parameters
Object:
Step size:
Control background color:

Background transparency:

Control size scale:

32/1/3 light_1

Save

Cancel

Fig. 16: Visualization Parameters — 4 Bit Window

iBMS Logic Server
Product Manual

e Step size - step size for the value change, pressing +/- sends up/down command with the defined step

size respectively, releasing sends stop

e Control background color - custom background color for this control element
e Background transparency - custom background transparency

e Control size scale - size of the control elements

©2023 INTERRA

23

PM2310270186AEN



iBMS Logic Server

'I NTERRA Product Manual

4.1.2.3. Numerical Data Types (Integer and Floating Point)

Visualization parameters *
Object: 32/1/4 ight_2
Control type: Slder v
Minimum value: Direct input / Step +/-
: Sider
Maximum value:
Creular shder
Step: Custom value select
Vertical shder: [[] vsibie only Usermode

Fig. 17: Visualization Parameters — Numerical Data Types Window

4.1.2.4. Direct Input / Step +/-

- 0 +
Visualization parameters x

Object: 32/1/4 ight_2

Control type: Direct input [ Step +/- o
Minmum value: 0 :
Maxmum value: 255 :
Step: 51 b

Control background color: #00CC28 KA

Badkground transparency: 40 3 %

Control size scale: 50 : %

Fig. 18: Visualization Parameters — Direct Input / Step +/- Window

e  Minimum value - minimum allowed value

e Maximum value - maximum allowed value

e Step - step size for each +/- button press

e Control background color - custom background color for this control element
e Background transparency - custom background transparency

e Control size scale - size of the control element
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4.1.2.5. Slider

< >

Visualizatlon parameters ®

Object: 32/1/4 bght_2

Control type: Sider v

Minimum value: 0 =

Maimurm value: 255 =

Step: a1 C

Vertical shder: Visible onby Usemmaode

Invert vertical shder: |

Control background color: #0008 AR

Background transparency: 40 |- %

Control size scale: 50 : %

Fig. 19: Visualization Parameters — Slider Window

e  Minimum value - minimum allowed value

e Maximum value - maximum allowed value

o Step - step size for each < and > button press, when dragging or clicking the slider the final value will be
adjusted to the closest value matching the step size

o Vertical slider - change the slider orientation to vertical (not available in Touch mode)

¢ Invert vertical slider - top becomes the minimum value, bottom becomes the maximum

e Control background color - custom background color for this control element

e Background transparency - custom background transparency

e Control size scale - size of the control element
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4.1.2.6. Circular Slider

Visualization parameters »
Object: 32/1/4 ight_2
Control type: Crcular sider b
Minimum value: 0 =
Maximum vale: 255 -
Step: 51 =
Sider color: m hd
Background color: #EEEEEE il
Round Ine cap: O
Hide tide: O
Hide min/max/step buttons: [
Line thickness: 15 |2 %
Control background color: #000C28 Bl
Background transparency: 40 <l %
Control size scale: 50 - %

Fig. 20: Visualization Parameters — Circular Slider Window

e  Minimum value - minimum allowed value

e Maximum value - maximum allowed value

e Step - step size for each < and > button press, when dragging or clicking the slider the final value will be
adjusted to the closest value matching the step size

e Slider color - color of the active part of the slider’s line

e Background color - color of the inactive part of the slider’s line

¢ Round line cap - use round line cap for the slider’s line

¢ Hide title - whether to hide the title (object name)

¢ Hide min/max/step buttons - whether to hide up/down buttons

e Line thickness - thickness of the slider line

e Control background color - custom background color for this control element

e Background transparency - custom background transparency

e Control size scale - size of the control element
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4.1.2.7. Custom Value Select
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3
Select from a list of custom values. Values can be defined in Vis. Parameters I:-‘-'l

Custom values
Defauk text:
Dbject value: 1]
Object value: 75
Object vake: 255

i Add custom vaiue

Visualization parameters
Ohject:

Control type:

Control see scale:

Shows icons i Usermode:
Control background color:

Background transparency:

O

55

Display textz 0
Display teutz | 75
| Disply tex: | 255

43 43

oo6o

32/1/4 ight_2

Custom value select bt

= - -

40

Fig. 21: Visualization Parameters — Custom Value Select Window

e Show icons in Usermode - use icons instead of textual values, icons can be defined in the Visualization

editor (Additional icons)

e Control background color - custom background color for this control element
e Background transparency - custom background transparency
e Control size scale - size of the control element

©2023 INTERRA

27

PM2310270186AEN



iBMS Logic Server

.I NTERRA Product Manual

4.1.2.8. RGB

Visualization parameters x
Object: 32/1/5 my_RGB_color
Send after each color pck: B
Number of presets to show: 3 v
Preset 1: v
Preset 2: v
Preset 3:

Control size scale: 100 O

Save Cancel

Fig. 22: Visualization Parameters — RGB Window

e Send after each color pick - specifies whether to send the new value after each coplar pick or only when
Ok [ is clicked
o Number of presets to show - the number of predefined presets to show

e Preset - preset color
e Control size scale - size of the control element
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4.1.2.9. RGBW

e Send after each color pick - specifies whether to send the new value after each

Visualization parameters

Object:

Send after each color pick:
Number of presets to show:
Preset 1:

Control sge scale:

H B -
_—- e

32/1/9 my_RGBW

O

1 v

FFFCC v Whee 15 3

A~ L

100 S| %

Save Cancel

Fig. 23: Visualization Parameters - RGBW Window

color pick or only when Ok is clicked
o Number of presets to show - the number of predefined presets to show
e Preset - preset color and white % value
e Control size scale - size of the control element

©2023 INTERRA
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4.1.2.10. DALI Brightness and Color Temperature

- +
Visualization parameters x

Object: 32/1/12 dalbrct
Step swe: 25% v
Contral type: Colar temperature v
Contral badkground color: K v
Background transparency: ] =
Control size scale: mw o

Save Cancel

Fig. 24: Visualization Parameters — DALI Brightness and Color Temperature Window

e Step size - step size for the value change, pressing +/- sends up/down command with the defined step
size respectively, releasing sends stop

o Control type - selects which property to control - either brightness or color temperature

e Control background color - custom background color for this control element

e Background transparency - custom background transparency

o Control size scale - size of the control element

30
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4.1.2.11. Combined On/Off (Read-Only)

off
Visualzation parameters x
Object: 32/1/13 combinedonoff
Display vahee of output: 1 =

Save Cancel

Fig. 25: Visualization Parameters — Combined On/Off Window

o Display value of output - selects which object number (1..16) is used for value display

4.1.2.12. Text (ASCII Character, 14 Byte String, 250 Byte String)

v
Visualization parameters X
Object: 32/1/14 asci_char
Control background color: X|v
Background transparency: 0 | %
Control size scale: 100 & %
Save Cancel

Fig. 26: Visualization Parameters — Text Window

e Control background color - custom background color for this control element
e Background transparency - custom background transparency
e Control size scale - size of the control element
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4.1.2.13. Time / Day
Friday v
s A S
17 21 15
v v v
:
Visualization parameters x|
Object: 32/1/17 time_day
Control size scale: 100 c %
Save Cancel |

Fig. 27: Visualization Parameters — Time / Day Window

e Control size scale - size of the control element

4.1.2.14. Date

£ March 2022 »
Mo Tu Wa Th Fr Sa Su
12 3 4 5 8
T8 9 0N 2 3
W18 16 AT 18 19 0
H 2R HDM M
B il 30 3

.

Visualization parameters x

Object: 32/1/18 date

N

Control size scale: 100 | %

Save Cancel |

Fig. 28: Visualization Parameters — Date Window

e Control size scale - size of the control element
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4.1.2.15. 1 Byte Enumeration

medum

high

low

void

Visualization parameters x
Object: 32/1/20 priorty
Contral background color: X v
Background transparency: 0 2
Control size scake: 100 <
Save Cancel

Fig. 29: Visualization Parameters — 1 Byte Enumeration Window

e Control background color - custom background color for this control element
e Background transparency - custom background transparency
e Control size scale - size of the control element

33
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4.1.3. Change The Object Value

iBMS Logic Server
Product Manual

| e : : o
Click ™ to change the object value. Control elements depend on the object data type and visualization

parameters.

% Set object walue

Sel abjecl valise
Object name ‘Wieather T High
Group address; s/1/5
Diata type: 09, 2 byhe floating pont
I vk (2101

4.1.4. Custom Values

Sarve Carcel

Ohbiact name!

Group address

Uata typs:;

MeEw value:

Fig. 30: Set Object Value Window

Outpot 1
L2
(L0 swibch

false i

Save Carcel

Click to map textual values to certain numerical object values. When the Default text is set it will be shown when
no matching object value has been found. Otherwise raw object value is displayed.
Custom values are available only for Boolean and integer data types. For Boolean data type use 0 for off/false

and 1 for on/true.

Custom values

Default text:

Object value:

Object value:

©2023 INTERRA

Bedroom light

0
1

A ) .
- Disply text:
A
w

Display text:

Fig. 31: Custom Values Window
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4.1.5. Object Control Bar
«J Add new object || | Auto update enabled | | [ Clear | |[ i Mass edit | |§) Mass delete

Fig. 32: Object Control Bar
e Add new object - manually add new object to the list

Create object x

Create standard object

Create viriual object

Fig. 33: Create Object Window

Virtual objects cannot appear on KNX/TP and KNX/IP, but can be accessed via BACnet and Remote services.
Use virtual objects for values that are internal to the LM.

e Auto update enabled - whether the object list is updated automatically or not when object values are
changed
e Clear - clear the list of group addresses
e Mass edit - edit certain parameters of multiple objects at once:
o Object properties
o Visualization parameters
o Custom values

Mass edit X
Group address list: 24 objectis) selected w7
Field list: 1 field(s) selected hd

Data type: 01.002 boolean -

Save Cancel

Fig. 34: Mass Edit Window
o Mass delete - delete all objects that either have no name set, no data type set or all objects matching
the current filter
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4.1.6. Object Filter

Object list can be filtered by name/group address, data type and tags.

Wildcard(for example 1/1/*) can be used for filtering multiple groups addresses.

Several filters can be specified, separated by comma.

Object fiter «|  Groupadd.. Object name IP=L.. Loc>.. Ewent. Datatype Current value
Name or group address: 1MH v 7 &l 01 1bi (bovkean) 1
11118 &  01.1bit (bookean) 1
L LS 1110 o]  01.1Dbit{bookean) 1
Data type: 1731 o D1.1bit{pocsean) 1
Al datatypes l 321 Light_for_mosaic o] 01.001 switch off
Tags: 32f2 status ) 01.002 boolean false
321113 light_1 .| 03 4bit(3bitc.. Mocontrol, Break
Match mode: 32114 Nght_2 o 05 1byleunsig.. 255
321115 my_RGB_color o 232600RcEc. (D
® Altags O any tag HIE Scheduler_object 20 01.001 switch off
32407 Scheduler_on_off_object & 01 001 switch on
Cancel T

Fig. 35: Object Filter Window
Match mode:

All tags - represents AND function when all tags must match

Any tag - represents OR function when at least one of tags must match

36
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4.2. Object Logs

Telegrams from objects that have the Log property enabled are available in the Object logs tab.

Objects Object logs Scripting Schedulers Trend logs Scenes V. structure VEualzation V. graphics Utiities
Object log fiter 4 Log time Object addr... Type Source add... Login /mel.. Object name
08.03.2022 16:57:1... 32M/2 write local (se) status
Start date:
= 08.03.2022 16:57:1 3211 write local (us) admin Light_for_m
9 W
End date:

- -

Mame or group address:
Tags:

Value:

Source address:

Login / metadata:

Apply fiter | Cancel (3 Clear | |(j Export all logs Page 1 001

Fig. 36: Object Logs Window

Logs can be filtered by the following criteria:

o Start date - start date and time

¢ Enddate - end date and time

e Name or group address - specific name or group address of the object (* wildcard allowed)

e Tags - object tags

e Value - object value

e Source address - source address when the telegram comes from KNX/TP or KNX/IP, local otherwise
Login / metadata - additional telegram information. For example: login and IP address if the value has
been changed by a local or a cloud user

Click Clear to remove all object logs.

Obiject log size can be changed in Logic Server — Utilities = General Configuration.
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4.3. Scripting

The Lua programming language is used for scripting (LuaJIT, compatible with Lua 5.1). Most of the Lua language
aspects are covered in the first edition of “Programming in Lua” which is freely available at www.lua.org/pil/

Note! the latest Lua reference manual for LogicMachine can be found at

openrb.com/docs/lua.htm

Scripts types:

Event-based - executed when a group event occurs (read/write/response)

Resident - function executed in an infinite loop with a defined sleep time between each iteration
Scheduled - executed at a defined time and date

User libraries - custom function libraries that are used in other scripts

Common functions - common functions that are used by other scripts

Start-up (init) script - executed when the system starts

38
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4.3.1. Adding a New Script

Click Add new script at the bottom of the Event-based, Resident or Scheduled

LogicMachine Neighbours: | Select neighbour v | Language: | English v | Start page Logoy
Objects Object logs Scripting Schedulers Trend logs Scenes Vs, structure || \isualzation vis. graphics Utilties
Event-based Resident Scheduled User libraries Common functions

Scnpt name Group address / tag - Description Category Editor Ac... Du.. De..

Ewent for my_object (1/1/1) 1A LI ()

Event for Light_for_mosaic (32/1/1) 3211 Ch ©

Ewent for Light_status (32/1/2) a2z ] _"'_ %

Event for Scale_for_dimmer (32/1/3) 32113 P ST

Ewent for light_2 (32/1/4) 320104 - Er (]

o) Add new script

Fig. 37: Adding a New Script Window
4.3.1.1. Event-Based

Event-based script *

Script name: my_sapt

Group address / tag: 32/1/1 Light_for_mosaic A
Adtive:

Execute on group read:

Category: w

Description:

Save cancel
Fig. 38: Event-Based Script Window

e Script name - name of the script

e Group address / Tag - specific group address or a tag name which triggers the script

e Active - whether the script is active (green circle) or disabled (red circle)

e Execute on group read - whether the script is executed when a group read telegram is received. By
default scripts are triggered by group write/response telegrams

e Category - new or existing category for the script. This allows filtering scripts by category, it is also shown
in the Tools — Print script listings page

e Description - description of the scriptEvent-based scripting can be used to implement custom logic for
group address or tag events. User-defined function is executed when a “group write/response” or group
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read” (if enabled) event occurs for a given group address. Event information is stored in the global event
variable. Variable contents:

dstraw (integer) - raw destination group address

srcraw (integer) - raw source individual address

dst (string) - decoded destination group address (for example: 1/1/4)

src (string) - decoded source individual address (for example: 1.1.2)

type (string) - type of the event, either 'groupwrite’, 'groupread’, 'groupresponse'

dataraw (string) - event data as a binary string

datahex (string) - event data as a hex-encoded string

To get the event value use the following command: value = event.getvalue()

4.3.1.2. Resident

Resident script X
Script name: PWM
Sleep interval (seconds): 0 <
Active:
Category: v
Description: Converts 0.,100% to On/Off
Save Cancel

Fig. 39: Resident Script Window

Script name - name of the script

Sleep interval (seconds) - delay between each script execution

Active - whether the script is active (green circle) or disabled (red circle)

Category - new or existing category for the script. This allows filtering scripts by category, it is also
shown in the Tools — Print script listings page

Description - description of the script

Note! Even though resident scripts are executed in parallel they should not have internal infinite loops or it will

not be possible to reload scripts after editing

40

©2023 INTERRA PM2310270186AEN



iBMS Logic Server

'I NTERRA Product Manual

4.3.1.3. Scheduled

scheduled script *

Soript name: Floor heating off

Mirnite: w0

Hour; 2 B19

Day of the month: g *

Morith of the year: Evary month of the yaar v

Diay of the wesk: Every day of the wesl: hd

Artive: a

Cateqgory: ¥

Deescription: Turrs fioor heating OFF at 8:00 and 19:00
Save Cancel

Fig. 40: Scheduled Script Window

Script name - the name of the script

Minute, Hour, Day of the month, Month of the year, Day of the week - specifies when the script is
executed

Active - whether the script is active (green circle) or disabled (red circle)

Category - new or existing category for the script. This allows filtering scripts by category, it is also

own in the Tools — Print script listings page

Description - description of the script

Schedul scripts are executed when the system date/time matches the specified script start date/time. Scheduled
script is run only once for each matching date/time.

Scheduled scripts use standard cron format for date/time parameters. Valid values are:

* — execute script every minute, hour or day.

*/N — execute script every N minutes, hours or days. N is an integer, script is executed when the current

value divided by N gives 0 in modulo.

For example, script with hour parameter set to */8 will be executed when hour is 0, 8 and 16.
N — execute script exactly at Nth minute, hour or day.
N-K — execute script when minute, hour or day in the N-K range (inclusive).

N,K — it is possible to specify several N and N-K type parameters separated by A comma. For example,

script with minute parameter set to 15,50-52 will get executed when minute is 15, 50, 51 and 52
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4.3.2. List of Scripts

LogicMachine Neighbours: | Seect neghbour v | tangusge: { Engkn v | Sartoaos Logout
+ Objects | Objectiogs = Scaripting | Schedulrs | Trend bgs | Scenes | Vi structure || Visualzation | Ve graphics || Utities | Useracosss | Dal o
Event.based Scheduled User libranes Common furktions | | Slart.up (init) scipt
- =
i fo) ~ &
Script name « Sleep interval (seconcs) Descrption Category Edfior Aclive Duplicate  Desele
_scrpt 10 (@ o n ]

2 Aud new scnpl

Fig. 41: List of Script Window

Available actions:

o Editor - open scripting editor interface

e Active - activate (green) or deactivate (red) the selected script
e Duplicate - duplicate the selected script

o Delete - delete the selected script

4.3.3. Script Editor

Click @ to open the editor.

| e | Resdent: pwm St conde shotouts e
@[ Condiionals 1 input = 1713 B . 100k §
8 [ Looge and erators 2 outpat = 17171 binary output Group add resses i
[er— : pericd = 30 -- whole period time in seconds Obacts by ramma: .
8 5 Otiocts ! KR bus 5| value = grp.getvalue(input) Tos .
s Fornga 6 ontime = period * value / le@
[ Scnpl coninol T Shorage: -
B log{value, ontime
L At A ogs : L) . 1 Sripts: .
O G Thrm Ao 18 if ontime » & then
B Mscalimecus 11 grp.checkwrite{output, true) Select lope:
. Sonal 12 os.sleep{ontime) Functions
8 Modbus 13 end Fase
14 Stng Menipuiztion
15 grp.checkwrite{output, false)
16 os.sleep(period - ontime) Tabie Marpulason
v Mathirntical Funchons
Inguit gt Chutgt Facsitiors.
Opsratng Syskem and Dats ¢ Tima Jnctions
Object acoass end coniol
280N
Seripl control
Scripl dala sorags
Sennas
Bit operatons
Sarial bbrery
Encoding { Decoding library
TERLIDR soxckst lieary
Seripling basics
Ecor
Search |
Logs Ermae log D) Dnsabiod Savn Sarve and cloze Closa

Fig. 42: Script Editor Window
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4.3.3.1. Left Sidebar

o Helpers - predefined code snippets categorized by the use case, click an entry to insert it into the script
o Datatypes - list of available data type constants, click an entry to insert it into the script
e Scripts - list of all scripts for quick switching

4.3.3.2. Right Sidebar

Event-based: Event for Light_for_mosaic (32/1/1) Show code shortcuts 2 »

1 value = event.getvalue()

2 grp.write{ 32/1/2", value) Group addresses: i
; Objects by name: v
Tags: hd
Storage: -
Scripts: v

Select topic

Basic Functions

Slring Manipulation

Table Manipulation
Mathematical Functions
Input and Qutput Faciities
Operating System and Date / Time functions
Object access and control
JSON

Seript control

Script data storage
Scenes

Bit operators

Serial llbrary

Search

Logs Error log ¥ | Run script {£J Enabled Save Save and close Close

Fig. 43: Right Sidebar Window

o Group addresses, Objects by name, Tags, Storage, Scripts - drop-down lists of all relevant values, click
an entry to insert it into the script
e Built-in help - Lua function documentation, click plus to insert a code snippet into the script
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4.3.3.3. Bottom Toolbar

Logs Error log * ) Run script & Enabled Save Save and close Close

Fig. 44: Bottom Toolbar Window

e Logs - display a floating window containing Error logs

o Errorlogs - display a floating window containing Error logs

¢ Run script - execute the script (not available for resident and libraries)
e Enabled/Disabled - toggle script status

e Save - save the script and continue editing

e Save and close - save the script and close the editor window

® Close - close the editor window without saving the script

4.3.4. User Libraries

LogicMachine Nesghibours: | Seect neghbour w | Language:  Engksh v | Start page Logout
Objects Object bgs Soripting Schedulers Trend ogs SCENES V. StrucTure WisLiliZATon Vi graphics Liiities Lser ancess Da Mo =
Event-based Resident Srheduled User Iibranes Comman funchions Start-up (Wit) script
i 0] : <
4 St
Seripl name - Editor  Hes . Del.
user dal P :J-

L Adkd new Ibrany JExpont libraries :LRus[or&-atlu libraries

Fig. 45: User Libraries Window
User libraries contain custom functions that are used in other scripts.

User Bbrary x
Script name: | my il
Keep source: Required If Bbrary provides block functions
Auto load ibrary: ] Required i lbrary provides black functions
Description:
Save cancel

Fig. 46: User Libraries Edit Window
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e Script name - unique library name

e Keep source - library is converted to a binary form that cannot be edited when this option is
disabled. Make sure to keep a backup of the source code when disabling this option

e Auto load library - automatically load this library in all scripts

e Description - description of the library

User libraries are manually included in other scripts by calling require('user.library_name') unless Auto load library
is enabled.

4.3.5. Common Functions

Common functions is a library that is automatically included in all other scripts. Functions like sunrise/sunset,
email are included by default.

Common functions

.
Fig. 47: Common Function

4.3.6. Start-up (init) Script

Init script is run once each time the system starts.

Start-up (init) script
4

Fig. 48: Start-up (init) Script
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4.3.7. Tools
LogicMachine Meghibours: | Select neighbour v | Language: | Engish v | Start page Logout
Dbjects Object kogs bcmmg Schedulers Trend logs SCenes V. structure Visualkzaton VE. graphics Ueites Liser acoess Dalb Modious EnOceal +
Eutn‘l-{llw,cu Resigeni Scheduled User !m anes Common funciions Stan-up (ini) scripd Toob
AN . O & O] A7
Script name « Sleep interval (seconds)  Descriplion Category Edi il Backup scripks
seript 10 1 & Restore scripls
- 1 J_"‘ Print scrpt Irsllngs
w Edit custom JavaScnpt
Show logs window
i Audd new SCriph
Fig. 49: Tools Window
e Backup scripts - backup all scripts in *.gz file, Common function and Start-up script can be included in
the backup if needed
o Restore scripts - restore scripts from a backup
Restore X
Restore mode: @® Remove existings scripts and import from backup
O Append keeping existings scripts
Backup fie: Browse... | No fie selected.
Save Cancel
Fig. 50: Restore Window
e Print script listing - shows all scripts in a single page ordered by Category
Event for Light_for_mosaic (32/1/1)
Type: Event-based
Active: Yes
Group address [ tag: 32/1/1
value = event.getvalue()
grp.write("32/1/2", value)
Fig. 51: Print Script Listing
o Edit custom JavaScript - allows adding certain actions for the user visualization, schedulers and trends
that are not possible by the built-in functionality.
e Show logs window - show script logs in a separate floating window
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Schedulers are used to specify events based on date/time when an object should be set to a predefined value.
Correct date, time and timezone must be set in Utilities. Location coordinates can be provided to make sunrise

and sunset event time more accurate. It is recommended to enable time synchronization (NTP).

LogicMachine Meighbours:  Select neighbour v | Language: | Engish v | Start page Logout
bjects bject logs SCripting Schedulers Trend logs Scenes V5. structure Visualization Vi, graphics Utiities User access Dal |
Schedulers Hulidays
Name Object On/foff object Start date End date Ev Mo Mo. Acti Du Del
- No category -
lamp 32116 @ Scheduler_ 3217 [ Scheduler_ 01 January 31 December + ¥ L5 [ J
J Add scheduler Direct link || | {= Change sor order

Fig. 52: Schedulers Section Window
4.4.1. Add Scheduler (Admin Interface)

Scheduler X
Object: 2/2/2 for_shceduler v
Active: L]

Scheduler on/off object: - Not set - Dl

MName: my_schedule

Category: bt

Start date: o1 = |January v

End date: E) < December v
Save Cancel

Fig. 53: Add Scheduler — Admin Interface Window
e Object - the object group address which will be controlled by scheduler
e Active - whether the scheduler is active or not
e Scheduler on/off object - object that can be used to enable/disable this scheduler
e Name - name of the scheduler
e Category - category of the scheduler
e Start date - start date of the scheduler
e Enddate - end date of the scheduler
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4.4.2. Scheduler Events (Admin Interface)

Events can be added both in the admin and the end user interfaces.

LogicMachine Neghbours: | Select neighbour v | Language: | English v | Start page Logout

©2023 INTERRA

bjects Yoject kogs Soptng | Schedulers Trend logs || Scenes Vis. structure Visuakzation Vis. graphics || Utiities | User access | Dal |

Schedusers Holidays

O A

Name Object On/off object Start date End date Events Mo Mo Actve Du Del
No category
32/1/6 [ Scheduler_ 32/1/7 [ Scheduler_ 01 January 31 December 2 > iy Q
my_schedule 2/2/2 for_shceduler 3/3/3 for_scheduler_2 01 January 31 December el > g X ]
J Add schedules Direct link | | {= Change sort order
Event X
Adtive:
Name:
Run at: Spedfic tme ¥
Start time: 12 $hroo [$mn
Day of the week: Al v
Weekday in month: Al v
Days of the month: Al v
Months: Al .k
Year: 2
Holdays: No effect v
Value: - Not set - ®
@ Leave year blank for recumng events

: - o

Fig. 54: Scheduler Events — Admin Interface Window

Active - whether the event is active or not

Name - name of the event

Run at - specific time, sunrise, sunset

Start time - start time for the event

Days of the week - days of the week when the event will be triggered
Weekday in month - weekdays of the month when the event will be triggered
Days of the month - days of the month when the event will be triggered
Months - months of the year when the event will be triggered

Year - year when the event will be triggered

Holidays - “do not run on holidays” or “run only on holidays”

Value - value to send to the group address when the event is triggered
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4.4.3. Scheduler Holidays (Admin Interface)

LogicMachine

Schedulers

Holidays

A L
L - -t

- Huodiday x ete
my_sheduler_holiday Marne:
Holday type: Specific date w
Day: 0 =
Month: January o
Year: c
Duration {days): 1 :

i Leave year blank for recurring hobdays

Save Cancel

Fig. 55: Scheduler Holidays — Admin Interface Window

e Name - holiday name
e Holiday type - either Specific date or Day of the week
e Specific date:

= Day - day of the month value
e Day of the week:

= Day of the week - specific day of the week (e.g. 2nd Monday)
¢ Month - holiday month value
e Year - holiday year value, leave blank when a holiday recurs every year
e Duration (days) - holiday length in days
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4.4.4. Direct Link (Admin Interface)

To get a direct link to a specific scheduler click the Direct link button. This link can be used to include scheduled
in the Visualization via the Frame element.

iBMS Logic Server
Product Manual

©2023 INTERRA

LogicMachine Neighbours: | Select neighbour w | Language: | Englsh v | SIaM page Logout
# Objects | Objectlbgs | Soiptng | Schedulers | Trend bogs || Scenes || Vi structure | Viualzation || Vi graphics || Utiities | User acoess || Dali | =
Schedulers | Holidays
Name Object Onioff object Start date End date Ev.. Mo_. Mo Aclh Du. Del...
- No category -
lamp 321106 [ Scheduler_...  320/7 [ Scheduler_... 01 January 31 December & * L 4 o] by ©
mmy_schedule 2/2/2 for_shceduler 33 for_scheduler 2 01 January 31 December & * 'y o b ©
& Add scheduler = Change sort order
Direct fink x
Scheduler: my_schedule v
Link: [scada-vis/schedulers?id=2
Indude IP / host: O
Show holidays:
Fig. 56: Direct Link - Admin Interface Window
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4.4.5. Scheduler Events (User Interface)

F Q
3 o ) BN
LogicMachine System config Visualization Touch
= < Holidays > # G
s
I my_schedule I

Holidays

©2023 INTERRA

Fig. 57: Scheduler Events - User Interface Window

"
~

my_schedule > #® <3

Status: active @ Edit
1 January - 31 December

10:58 1

my_schedule > " (<3

un at Value

058 1

;I

g
i
i

No effect v

o

v
w

Fig. 58: Scheduler Add Events - User Interface Window
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4.4.6. Scheduler Holidays (User Interface)

System corty) Visuaization Schedusies

= < Holidays > L G

Holidays > L =3

Add holiday
Name

©

-

~ |

-

b
N2 o oPw

Mo Tu We Th Fr Sa
1 2 3 4 5
] 9.11 12
15 16 17 18 19

21 22 23 24 25 26
20030 31 1 2
5 8 7 8 @®

auNRB3of@w

[ Recurring every year

c.m

Fig. 59: Scheduler Add Holiday - User Interface Window
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4.5. Trend Logs

Trend logs store object data for a certain period of time with a predefined interval between each value.

LogicMachine Neighbours: | 5o
Object logs Scripting Schedulers | Trend logs is. structure isualization Vis. graphics Litilities User sccess

Hams rbject Log type Diecimal places  Trend resobfion  Resoletion data (Dadly d2

Thedmaslat Dedroom VS (Thesnamnos tal ADSCHIE v ale 2 ¥ Peostir 180 days 2 yaans

Humidiy 122 (Humidity sersor Absohute vale 2 § minutes 30 days 2 years

| Dzt bk

Fig. 60: Trend Logs Window

4.5.1. Add New Trend Log (Admin Interface)

Trend log *
Object: /11 i
Mame: Thermostat
Category: w
Log type: Counter v

Aggregate funchion:

Trend resolion: 1 hour v
Decmal places: 7 rtr
Resolution data: 180 days »
Deaty data: 2 years w
Abyays show zero: ] On graph ¥ axs

Save Cancel

Fig. 61: Add New Trend Log — Admin Interface Window

e Object - object which value is used as trend data source

¢ Name - name of the trend

e Category - category of the trend

o Logtype [Counter, Counter with negative delta, Absolute value] - type of the log. Counter type is used for
metering data which is always growing (electricity, water, gas), Absolute value is used for temperature,
humidity sensor data. Counter with negative delta is used for metering data that can change both ways
(solar installations connected to the grid).

o Aggregate function [Average, Minimum, Maximum, Last value] - function which aggregates trend data
into lower resolution, only available for the Absolute value type.

e Trend resolutions [5 min .. 1 hour] - how often the trend value is stored

o Decimal places - decimal places for the object value

¢ Resolution data - time period for which the data at the defined resolution is kept

o Daily data - time period for which the daily data is kept

¢ Always show zero - whether to always show zero on the graph Y axis
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4.5.2. Direct Link (Admin Interface)

To get a direct link to a specific trend log click Direct link.

LogicMachine Neghbours! | Seiect neighbour v | tanguage: | Er
Ject ogs Sopong Schediser Trend logs SCEnes VE. structire Visualzaton
Hame Obpect Log type Decimal Trend re. | Resoltl Daily data Logsuze  Creatq
- Mo category -
Thermostat 1 Counter 2 1 hot 180 oays 2 years 40 KB 2022
Direct fink x|
Trend log: Thermostat V.
View mode: Day v
Mukiple trends: O
Link: /scada:ys/trends?d=1&mode=day
Incude 1P / host: O
o A new trend 09 Direct link 1= Ghange son oroe!

Fig. 62: Direct Link — Admin Interface Window
4.5.3. Trend Log Functions for Scripts

https://openrb.com/docs/trends-new.htm
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4.5.4. Trend Log Example (User Interface)

Click Menu

©2023 INTERRA

14 15 % 7 18 9 N
HRBMUNBENMNDN

i

Show

Curent Prevous previoue

Srgotend | Matpie berds

e
G0 MW B e

LG D

Fig. 63: Trend Log Example — User Interface Window
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to select which trend log to view. In Multiple trends view click each trend to toggle its display.

Trend counter

] 28 Mar 2022 i s i
Trend absolut < March 2022 »
Mo Tu We Th Fr Sa Su
2 1 2 3 4 65 8
Trend with neg delat
7T 8 8 10 M 1213
Trend float 4 15 16 17 18 18 20
Trend 8 byte: 21 22 23 24 25 26 27
test! ﬂ weDE e
4 5 6 7 8 3 10
Day .
Show
Current  Previous previous

Single frend Multiple trends

00 1000 1200 100 1600 W00 2000 EO0 2400
Export trend data

Fig. 64: Trend Counter Window

Day/Week/Month/Year - change between different view
Current - select the date for the current data
Previous - select the date for the previous data

Show previous - toggle previous data display, current and previous data can be shown together

for comparison

Single trend / Multiple trends - toggle between single and multiple trend log display

Export trend data - export selected trend data into a CSV file
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23 Mar 2022

] ey < March 2002 ?

Mo Tu We Th Fr Sa Su
oY 2 3 4 350
T8 8 WM 2N
14 15 % 7 18 19 0

W Troed countnl

B
8N
‘g
- 4
o
~ 8
= 8

Shaw

Gl Pravicus
o

Sngle trend Muliple trends

0
0000 o oo "o ™00 N 2w MW e 139 2090 nwn 2

Multiple trends P ®

Export trens data
Geaph  Data
Fig. 65: Multiple Trends Window
Click Data to view trend data in a table view.

- almiiity » e e

23 Mar 20122 28 Mar 2022 il 4 March 2022 »
005 G138 458 Ma Ta We Th Fr Sa Su
10 4132 LT 1 2 3 4 5 &
HE1S 42 A6 TOE ¥ WM owE

15 18 T 6 0 2D

D20 1588 5612
0425 B3 4172 Bl “'3" s
030 5344 Sab E®mR®EnNn1223
L
P o 4 5E & 7 B B 10
0UdD 4754 3648 . }
DEAS 4092 ET ]
4
0080 4745 s Show
IS5 45 aT4a e
0100 5812 L]
0105 ST FICF]
0110 5658 60
- Enport bend dafa
Graph | Do

Fig. 66: Trend Absolut Window
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4.6. Scenes

4.6.1. Add a Scene

I v M D

Sceme "
Pame: Ty _SCena
ScRne i active
Trgger oje i A
Trigger value =
Tags:
REE Lo e

Fig. 67: Add a Scene Window

e Name - name for the scene

e Scene is active - whether the scene is active

e Trigger object - object that triggers the scene

e Trigger value - object value that triggers the scene

e Tags - tags of the scene, can be used in scripts to run multiple scenes

4.6.2. Add Objects to The Scene Sequence

Click Sequence “to add objects that will be controlled by the scene

I LogicMachine Neighbouirs: | Select neighbour ~ | Language: | Englsh w | Start page Log

Objects Object laas Scripting Schedulers Trend kogs Soenes Vs, Structune VEualration VE. graphics Litiities User aoces

Harme Trigger object Trigges value Tags Sequente Active  Dupli Dl
my_scene 1M L] Cr ]

Fig. 68: Add Objects to The Scene Sequence Window
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Add object
Obgect: | 131 -
Wérite: b bus: I Doses not apply to virtual objects
Status objed Use man abject o
Dby before wrice: o % decands

Sawe Cancel

Exm

Fig. 69: Add Objects Window

¢ Object - sequence object

e  Write to bus - where the write will be sent to KNX/TP bus

e Status object - optional object that can be used to get the value when saving live values
o Delay before write - delay in seconds before the object value is written

4.6.3. Scene Sequence Toolbar

& Add object »  Run scene » ) Save live values | | i= Change sort order | | &) Delete

Fig. 70: Scene Sequence Toolbar Window

e Run scene - execute this scene

e Save live values - use current object value as sequence values

e Change sort order - change sequence object order via drag&drop
o Delete - delete selected objects from the sequence
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4.7. Visualization Structure

4.7.1. Levels/Plans

LogicMachine Heighbours: | Select neighbour ~ | Language: | Engish w | St page Logout
Objects || Objectlogs || Scripiing || Scheduers | Trend logs | Scemes vsualzaton | Ve, graphics | Umies | Useraccess | Dal| e
Lewels / Plans | Layouts [ Widgets
Name Visible Description Dup.. Mov.. Mov.. Add.. Export Delete
Mair D_ . &+ + » o A
fioor_1 Cry ) ¥ '+ ] ¥ Q
i test_1 Usermode, Touch [ ) 3 ¥ Q
fioor_2 b e > 0 » 0O
i test_2 Usermode, Touch 0y e ¥ ¥y O
Horizontal [ a @ o ¥ o
I8 AI3_1_page_H Usermode, Touch Cn * b ¥ (]
s MI2_1_page H Usermode, Touch Cry A 3 ¥ Q
i AI1_1_page H Usemmode, Touch Ch b} & ¥ {x}
& 1 page H Usermode, Touch B 3 & ¥ [}
= Favontes_H Usermode, Touch n a U] ¥ []
s Cameras_H Usemmade, Touch EI_ + + P o
i Garage doors_H Usemmade, Touch GF + L ¥ o
il Al fden W Urnrmncdn. Tose b Cr - a Y o]
e Add nw leved gimport | |{= Change sor order

Fig. 71: Levels/Plans Window
Controls:

e Duplicate - create a copy of the level/plan structure

e Up/Down - move the level/plan up/down in the list (alternatively use Change sort order to re-order the
structure via drag&drop)

e Add - add a secondary level or a plan

e Export - create a backup containing the selected structure that can be imported into another Logic Server

o Delete - delete the selected plan/level including any secondary levels and plans
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4.7.1.1. Add New Level

The Main level is added by default. Each top level can have several secondary levels. Each level can have several
plans.

Click Add new level to add a new level. Itis possible to protect this level and all secondary levels/plans by adding
a PIN code.

LogicMachine

Vis. structure

Levels [ Plans

[ame —— . o
Level -
Mair
fioor_1 Level name: Vila
test N
Pin code:
oor_2
_—p Description:
{orzontal
Al3_1_page_H
\2_1_page_H
I11_1_page_H
1_page_H
_page_| Save Cancel
Faworites_H

lieerminde Trnch

Fig. 72: Add New Level Window

Click Add =—‘:' to perform one of the following actions:
e Add second level - add a secondary sublevel to this level
e Add plan - add a plan to this level
e Import - import levels/plans from a backup file

LogicMachine

Vs, structure

Select an action X
Add second level
Add plan

Impor

Fig. 73: Select an Action Window
Select Import to import levels and plans from a file (it can be exported from another Logic Server). Object links
between visualization elements and group addresses can either be cleared or kept.
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4.7.1.2. Add New Plan

Plan *
Parent: Vila
Marme: 1_page_2
Plan sze: 1024 : 768 : =
Layout: - -
Usermaode visualzation: Show b
Touch visualzation: Show b
Pin code:
Primary background image: X w
Secondary background image: M v
Background color: X v
Touch background color: o | w

Repeat background image:

Fixed primary background: O

Save Cancel

Fig. 74: Add New Plan Window

e Parent - name of parent level

¢ Name - name for the plan

e Plan size - plan size in pixels

e Layout - layout for this specific plan. Layout is a plan that is displayed under the current plan

o Usermode visualization [Show, Show and make default, Hide] - plan visibility in the Usermode
visualization

e Touch visualization [Show, Show and make default, Hide] - plan visibility in the Touch visualization

e PIN code - protect plan access via PIN code

e Primary background image - primary background image from Vis.graphics — Images/Backgrounds

e Secondary background image - secondary background image from Vis.graphics — Images/Backgrounds

e Background color - background color for the Usermode visualization

e Touch background color - background color for the Touch visualization

o Repeat background image - background image display mode, should be enabled for tiled background
images

o Fixed primary background - whether to fix the background image when scrolling
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4.7.2. Layouts / Widgets

4.7.2.1. Add New Layout

Layouts are plans that can be displayed under visualization plans to provide common controls, menus etc.
Layouts cannot be used in the Touch visualization.

Laryoart "
Parert Ly
Marme:
Pian 5@ 024 o ME S T
Primary background image "B
Secordany background mage: i
Background color: |
Teusch background Soir o v

Repeal hackground mage

Faied primary badaground

ave e

L]

Fig. 75: Add New Layout Window

e Name - layout name

e Plan size - layout size in pixels

e Primary background image - primary background image from Vis.graphics
- Images/Backgrounds

e Secondary background image - secondary background image from
Vis.graphics — Images/Backgrounds

e Background color - background color for the Usermode visualization

e Touch background color - background color for the Touch visualization

¢ Repeat background image - background image display mode, should be enabled for tiled background
images

o Fixed primary background - whether to fix the background image when scrolling
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4.7.2.2. Add New Widget
Widgets are plans that are shown in a pop-over window on top of the visualization plan. Only one widget can be
visible at a time.

Widget ,.
Parent Widget
Name Themostat
Pan soe 0249 o 78 O
Widget postion: : 2
Primary badkground Image A_BG_hor3.po v
Hackground coler: #FRG3 ~ v
Touch badkground color: Now
Repeat background mage:

Foeed prrmary badkgrourd

forcommer]

Fig. 76: Add New Widget Window

e Name - widget name

¢ Plan size - widget size in pixels

e Widget position - fixed widget position in pixels relative to the top left corner of the plan. Leave empty to
automatically position the widget relative to the element that it is linked to

e Primary background image - primary background image from

Vis.graphics — Images/Backgrounds

e Background color - background color for the Usermode visualization

e Touch background color - background color for the Touch visualization

¢ Repeat background image - background image display mode, should be enabled for tiled background
images

o Fixed primary background - whether to fix the background image when scrolling
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4.8. Visualization

Both left and right sidebars can be minimized by pressing on icon.

1501

Fig. 77: Visualization Window

4.8.1. Plan Editor

Plan editor is located on the right side of the visualization map. Click Unlock current plan for editing button to
add/edit visualization elements. Click Save and reload plan to save all changes made to the current plan.

Element postion: ' o Addioplan | | cancel

©

Element sze:

Element positon: 10 10

43 4>
4 4>

. o~
Unlock current plan for editing Element sze: 0 &

Save and reload plan Cancel |

CPU/IO: 0.11 0.03 0.01, Memory: 10%, KNX/IP | Sync project data

Vis. graphics || Utiities | User access || Dali Mod| =

“ Plan editor »
4+ | Object | Link || Textlabel || Image ‘ Frame | Gaug =
L
Main object: v

| Visualization parameters

Status object: Use main object v

CLetam_namea:

Fig. 78: Plan Editor Window
o Object - object controls, either as an icon/value or inline control element
¢ Link - link to a different plan, internal or external resource
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e Text Label - text label

e Image - image

e Frame - inline frame for displaying internal or external resources
e Gauge - metering gauge

e Camera - IP web camera integration

e Graph - real time graph for displaying object logs

A selected element can be deleted, moved to a predefined position, duplicated and copied.

Delete 10 2 10 £ | Duplicate Copy

Fig. 79: Plan Editor Bar Window
Element position and size can be set directly. Click Grid to toggle snap to grid functionality when dragging the
element. Click Lock to keep the aspect ratio when resizing width or height.

Element position: 10 10

<> 4
£ 4

Element size: 56 56

Fig. 80: Element Position Set Window

4.8.2. Object

Man object: 1111 w
e VEsAUAlon paramelers

Sratis abject: Use man ohject il

Custam name:

Reaxd-0nily

Hide m Towch

Hade background:

Send fxed vabe:

Mo buis vt

Pin code:

‘idget: Mo wadget

Desplay mode: Tcon and vakee

Toudh kKon:

O con

< 4 |4 4 £

O icon
Addiional dasses;

»

Fant size: 1z

Text styles: B 11 u
Custom font ol
Fant cokr Tl

Show value
badagrourd:

Show cantrol; Inline i Lisermod

A 10 plan cancel

Fig. 81: Object Window
e Main object - object that is used for control and status when status object is empty
e Status object - object that is used for the current value display
e Custom name - custom object name, also used in Touch visualization
o Read-only - object control is not allowed when enabled
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e Hide in touch - do not display this object in the Touch visualization
¢ Hide background - do not display the default object icon background
e Send fixed value - sends a predefined value when not empty, otherwise a toggle is performed for Boolean
data type or a control element is shown
¢ No bus write - do not send the value to KNX/TP bus
¢ PIN code - protect writing to this object via PIN code
e Widget - if specified, shows an attached widget when the object is clicked instead of sending a value or
showing a control element
e Display mode [icon and value, icon, value] - object display mode
e Default icon - default object icon (except for Boolean data type)
¢ On/Off icon - icons for on/off state of Boolean objects
e Touch icon - icon for the Touch visualization
e Additional classes - addition CSS classes for the element
e Show control - show inline control instead of icon in the Usermode visualization, not available for all object
types
Visualization parameters can be changed for each element separately (Local parameters). When not set the
mapped object parameters are used.

Additional icons can be added for numerical objects. Each icon can be mapped to a certain value range. These
icons can also be used in the Custom value select display mode.

Additional icons X
Min value |-10 3 Max value 0 “ Icon | sun-moon-off ¥ ||
Min value |0 2 Maxvae 10 = Icon | sun-moon-on v |8
Min value 10 C Max value 20 C Icon | sun-rain-on v \,)
Min value |20 2 Maxvale 30 = Icon |sun-rain-off ¥ ||
(& Add icon
Save Cancel

Fig. 82: Additional Icons Window
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4.8.3. Link

Flan excidhor H
Dbject Linke Text Eibe [z e Froime (=T
Link to; W

Custorm name:

Hide i Touch: ]
Hide badkaground:
[asplay mode: Toan w
lcon: -
Active state wan: MW
Addoonal dasses;
Add to plan Cantel

Element position: i | 10 - | | HE
Element sie: - - ||

Sawe and rakaad pan Canca

Fig. 83: Plan Editor — Link Window

e Linkto - linked to another plan, Schedulers/Trends, etc. or an External Link (it should start with http:// or
https://)

e  Custom name - custom link name

¢ Hide in touch - do not display this link in the Touch visualization

e Hide background - do not display the default link background

e Display mode [Icon; Value] - link display mode

e |con - default link icon

e Active state icon - icon that is displayed when the link points to the current plan. Can be used in Layouts
to create a plan menu

o Additional classes - additional CSS classes for the element

67
©2023 INTERRA PM2310270186AEN



INTERRA

4.8.4. Text Label

Text labels are only visible in the Usermode visualization.

e Text- label text

iBMS Logic Server
Product Manual

Plan editor

Object ink Text b Image

Text:

Fort size: 14

Text shyles: COe O
Custarn font:

Font calor:

Addinonal clsses:

Bement positon; 10

Berment sira:

Save and reoad plan

4 ¥

Cancel

i
o &

LR

Cancel

Fig. 84: Plan Editor — Text Label

e Fontsize - label font size

e Text style - old, italic, underscore
e Custom font - font name

e Font color - label font color

e Additional classes - additional CSS classes for the element

©2023 INTERRA
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4.8.5. Image

Plan editor >

Object Link Text labe Image Frame Gaug =

Image source: Local il
Select image: v

. LY e
Image size: = =
External nk: ||
Refresh interval =
(seconds):
Additional dasses:

Add to plan Cancel

Fig. 85: Plan Editor — Image Window

e Image source [Local, Remote] - image source type

e Source url/ Select image - image source URL (external) or select an existing local image

e Image size - image width and height in pixels

o External link - optional external URL which is open when the image is clicked

¢ Refresh interval (seconds) - reload the image once in X seconds, can be used to display a snapshot from
a camera

¢ Additional classes - additional CSS classes for the element
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4.8.6. Frame

Plan editor
Object || Link

Source:

Url:

Frame size:
Custom name:

Refresh interval
(seconds):

Hide in Touch:
Persistent:

Addtional classes:

iBMS Logic Server
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»

Text label | Image Frame | Gaug =
Url v
480 > 320 =
v
O

] Do not unload when hidden

Add to plan Cancel

Fig. 86: Plan Editor — Frame Window

Source [Url, Schedulers, Trend logs] - frame source

Url - source URL

Frame size - frame width and height in pixels

Custom name - custom frame name

Refresh interval (seconds) - reload the frame once in X seconds

Hide in Touch - do not display this frame in the Touch visualization

Persistent (Do not unload when hidden) - do not unload then frame when it is not visible anymore
Additional classes - additional CSS classes for the element

Note! Some websites do not allow their content to be placed into an inline frame. In
this case the frame will be empty.

©2023 INTERRA
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4.8.7. Gauge

Gauge allows visualizing and changing object value in the gauge.

Neighbours: | Select neighbour v | Language: | Engish v | Start page Logout

irs Trend logs || Scenes || Vis. structure | Visualization Vis. graphics || Utiities User access Dali L Mod| &

“~  Plan editor »
4= Dbject Link || Text label Image Frame Gauge =

Data object: 32/1/4 light_2 v

| & Visualization parameters. |

Gauge size: 200 c
Custom name:

Read-only: O

Additional dasses:

Apply Cancel

Fig. 87: Plan Editor — Gauge Window

e Data object - group address

o Gauge size - gauge size (width/height) in pixels

e Custom name - custom gauge name

¢ Read only - does not show a control element when gauge is clicked if enabled
o Additional classes - additional CSS classes for the element
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4.8.8. Camera

Shows a window with an IP camera stream when the icon is clicked. Note that RTSP streams are not supported.

Plan editor 5

+  abe Image Frame Gauge Camera Graph

Local source wrl:

Remate source urk:

Window size: 640 - 480 :
Custormn name:
Icon: camera.svg »
Auto open windows:
Hide background:
Addtional dasses:

Add to plan Cancel

Fig. 88: Plan Editor - Camera Window

e Local source url - source address of the video stream

e Remote source url - remote source address of the video stream when accessing Logic Server
outside of the local network

e Window size - camera window size in pixels

e Custom name - custom camera name (window title)

e Icon - camera elementicon

e Auto open window - automatically open the camera window when the camera’s plan is shown

e Hide background - do not display the default camera icon background

e Additional classes - additional CSS classes for the element

Note! Due to browser security policies it’s not possible to pass credentials in the URL
using the the following format: http://USER:PASSWORD@IP

Certain cameras allow passing credentials in a different way. Consult the camera’s
manual for more information.

Note! Only cameras that support HTTP MJPEG streaming in the web browser can be
visualized
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4.8.9. Graph

The graph element displays object logs for a certain object. Make sure that the Log option is enabled for the object
that is displayed.

Plan editor »»
4 | label Image Frame || Gauge Camera Graph
Data object: 1/1/2 Temperature v

Custom name:

Icon: Climatecontrol.svg =
Window size: 640 = 480 =
Number of ponts: 10 o>
Auto-follow value: [ Do not aways show zero
Auto open window: O
Hide background:
Addtional classes:

Add to plan Cancel

Fig. 89: Plan Editor — Graph Window

o Data object - source data object

e Custom name - custom graph name (window title)

e Icon - graph element icon

¢ Window size - graph window size in pixels

¢ Number of points - number of data points to display in the graph

¢ Auto-follow value - does not always show zero on the Y axis when enabled

¢ Auto open window - automatically open the graph window when the graph’s plan is shown
e Hide background - do not display the default graph icon background

e Additional classes - additional CSS classes for the element

Tamperiar %

Fig. 90: Plan Editor — Temperature Graph Window
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4.8.10. Touch Visualization

Touch visualization is designed for touchscreen devices (iPhone/iPad/Android). By default all objects from the
main visualization are visible here. Hide in touch option allows hiding certain objects from this view.

= . Dining room »
‘* » Go o Trend oS >
LampZ - v
Lampz - v
-._-:‘- Lampz2 - v
@ o M -

Fig. 91: Plan Editor — Touch Visualization Window
4.8.11. Left Sidebar Bottom Toolbar

Vis. configuration | i= | I | i}

Fig. 92: Plan Editor — Left Sidebar Bottom Toolbar Window

e Vis. configuration - open visualization configuration from Ultilities

e Change Touch object order - change object order for Touch visualization via drag&drop
e Usermode view - open current plan in Usermode visualization

e Touch view - open current plan in Touch visualization
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4.9. Visualization graphics

4.9.1. Icons, Images / Backgrounds

LogkcMachine Meighibours: | Select rkghbour w | Language: | Ergish ~ | Shart page Loqout

Dipjects Dject logs SCriplting Schedulers Trend iogs SCenes V. structure VisLaization Vis. graphics || =

Icons Images | Backgrounds Fonis EdR custom C55

Filier by namae Appiy fiter || Cancel
y
ACCessoontrol _Video.s... Cameras. o Climatacontrol Control_Garag...  Control_Light

-~ & o e A .

o Al BLONS [ Dedete selected _j Detede al

Fig. 93: Vis. Graphics - Icons, Images / Backgrounds Window
It is possible to filter graphical elements by name.

Multiple elements can be deleted at once. Click each element to select it.
A preview for large graphical elements is shown when hovering the mouse cursor over.

Click Add icons (Add images) to add new graphics elements. It is possible to upload a single element or a ZIP-
archive containing multiple elements.

A new graphics ®

Mame [optional)

Fie Brovess.., Mo fe selected,

i Mame can contan letters, rumbers, underscore and minus sion
ZIP archive contaning mukple graphics can be uploaded, each tem cannot
pwcesd JME, whose archive size canmol exceed 3ZMB

Save Cance

Fig. 94: Vis. Graphics — Add New Graphics Window

e Name (optional) - the name of the graphic element
e File - element fil
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4.9.2. Fonts

LogicMachine Reghbours: © Seiect neghbour v Lnguage; | Enght v | SlNLoage LopMa
oct g oTitng Schasduk SooTWT g Struck VERIakzation Vis, graphks | »
ackgroumis Fonts it astom CS
Fomt Add fomt » 0
Fle: Browse... | No fie selected.

@ Only TTF and OTF fonts are supported. Page reload s requeed for new fonts
to become vsbie n the vsualzatbion edtor

Save Cancel

I Adsd font

Fig. 95: Vis. Graphics — Fonts Window

Custom fonts can be added for visualization use. TTF and OTF formats are supported.

4.9.3. Custom CSS

Custom CSS allows customizing Usermode and Touch visualizations, Trends and Schedulers by providing
custom CSS rules. Additional classes for visualization elements can be used to customize a specific element or
a group of elements

LogicMachine Neighbours: | Sekct neighbour v | language: Engih v | Slartpoge Looout
& | Ve structre | Vesualzation VE. graphics User access | DA Modbus | EnOcean 1nke | Aerts | &
Impan ESF fie mpoat KNXPROJ fike mpon neghbours Resel | clean-up Faclory reset
[ & s | € | € | €
Date and hime nsixl updates Backup Restore General confguration
- ¥ e e #
Vis. configurason System
s A

Fig. 96: Vis. Graphics — Custom CSS Window
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4.10. Utilities

4.10.1. Import ESF File
Where possible KNXPROJ files should be imported instead. ESF does not provide full data type description of
objects meaning that some data types will have to be corrected manually.

Lrnigriart, ESF T
File: Browsse... | No fle seleced
L0 It vl b meecessary to set comect data bype for some mipofed oogeds, Exsing
oty will ol B2 overwrinen, Dhjects with the caimss f@ime afe oonsdanad
aupkcanes and might ROt get mported

Save Cance

Fig. 97: Utilities — Import ESF File Window

4.10.2. Import KNXPROJ File

Import KMXPRO file £

Fie: Browse.., Mo fie selected,
Password:

Add objects without data type:

add level names to objects: O

W Exsting objects wil not be ovenwrtten, Obpects with the same name are considened

cuphianes and meght not gel mpoed
Save Cancal
Fig. 98: Utilities — Import KNXPROJ File Window

o Password - ETS project password (optional)

o Add objects without data type - whether to import objects that do not a have a data type assigned

e Add level names to objects - when enabled the object name is formatted as Main group name - Middle
group name - Group address name

4.10.3. Import Neighbours
Import objects from another LogicMachine on the network. Remote services must be enabled on the neighbour
device.

Import neighbours X

Heghibour deviee: LogicMachine-4 (192.156.1.17) -

Remate password:

Save ance

Fig. 99: Utilities — Import Neighbours Window
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4.10.4. Reset / Clean-up

Use Reset / clean-up to delete certain system
Reset [ clean-up b4

Objects:
Object logs:
Alerts:
Lops:

Errar logs:

OO00o0o0Oo

Script and application storage:

Save Cancel

Fig. 100: Utilities — Reset / Clean-up Window
Warning: clearing script and application storage will delete configuration for installed applications.

4.10.5. Factory Reset
Delete current configuration and return to factory defaults. Does not affect System configuration settings.

Factory resel [*]
Waming: factory reset wil delete everything, make sure you have backed up before doing

2 .

Device wil reboot after reset is complete. Are you sure you want to proceed?

Yas No

Fig. 101: Utilities — Factory Reset Window

4.10.6. Date and Time

For better precision of Scheduler sunrise/sunset functionality it is recommended to provide exact coordinates of
the Latitude/Longitude.

Date amd time W
Cisrent Han Mar 14 11:39:36 37032
Time 1 o 39 5 3o | Gelime sysiem
Duabe: 14.03.2023 1
Timezonds! Tigw -
L Warning: NTP chent B enshled, drangng date and time rmanusly & not
ecommerded
Frst day of the week: 1 Hard sy Lindy
. - -~
Listiturde/Lorgitude: = =
D Nobe: when ki ampty, Bttude aed bngtuds ane taken rom the cument
bmezone and may nok fuly match the achsal ocation
Sxie Cance]

Fig. 102: Utilities — Date and Time Window
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4.10.7. Install Updates

Updates are provided via *.Imup package files. Depending on an update an automatic system reboot might be
performed after installation.

4.10.8. Backup

Install updates

Update package fie: Browse_. Mo file selected.

0 Make sure that update package can be nstaled for the version you ane using.

Dewice vl reboct after successful update

Sawve

Fig. 103: Utilities — Install Updates Window

Perform project backup as a single archive.

4.10.9. Restore

Cancel

Restore project from a backup. The current project configuration will be overwritten.

©2023 INTERRA

Rt

Badap fi=: Browse... Mo fe seeted

) Warning: maxmmum backup see 5 13MB.
Current databass, sorpts and veusieation v be delated,
Deswce vl reboot to complete systemn resbore

Sxie

Fig. 104: Utilities — Restore Window
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4.10.10. General Configuration

General configuration x

Interface language: Engish b
Automatc address range start: 17171
Vrtual address range start: 2111
Discover new ohjects: Yes, bus sniffer enabled v
Object log size: 1000 =
Defaul log policy: Log only selected objects *
Log read telegrams:
Alert log size: 200 =
Log size: 200 =
Errar kg siee: 200 =
Code edior tab sze: 2 :

D + If log size & changed to a smaler value, excess logs wil be deleted on next auto
dean-up (every 10 minutes)
» Log paboy ondy affects new obpedts, current per-objedt log settings are kept
unchanged

Warning: excessive ohject bggng degrades performance

Save Cancel

Fig. 105: Utilities — General Configuration Window

¢ Interface language - interface language

e Automatic address range start - starting group address for standard objects

e Virtual address range start - starting group address for virtual objects

e Discover new objects - whether to enable KNX bus sniffer to automatically add newly discovered
objects

e Object log size - maximum number of entries for Object logs

o Defaultlog policy - whether to enable the Log property automatically for newly discovered objects

e Logreadtelegrams - whether to log read telegrams, otherwise only write and response telegrams
are logged

e Alert log size - maximum number of entries for Alerts

e Log size - maximum number of entries for Logs

e Errorlog size - maximum number of entries for Error logs

e Code editor tab size - number of spaces to insert when pressing Tab in the scripting editor
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4.10.11. Visualization Configuration

Vis. confliguration

Usermade sidebar:

Usermaode wiew:

Uzermade page transbion:
Usermaode auto-sime upscaing:
Usermade badkground color:
Usermode badkground mage:
Custom font;

Use dark theme:

Enable swpe gesture:

Disabée abject dick animation;
Hide Home buthan in Towch:
Drm mactive vsualzation after:
Dimming evek

Shawe gllerts in wisualkzation:

Ao extemal access va iframe:

Fig. 106: Utilities — Vis. Configuration Window

Show as overlay (auto-hide)
Center plans, enable aubo-szng

Mo transikion

minutes

4 43

an 8

Save
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Gancel

e Usermode sidebar - sidebar navigation menu mode for Usermode visualization:
o Show docked - sidebar is always visible on the left side next to the plan
o Show as overlay (auto-hide) - sidebar can be toggled by the end user, it is shown over the plan
o Hide (full-screen mode) - sidebar is hidden
e Usermode view - plan display mode:
o Align plans to top left - plans are shown as is aligned to top left screen corner
o Center plans - plans are centered both vertically and horizontally, content is cropped from sides
if it does not fit inside the scree
o Center plans, enable auto-sizing - plans are centered both vertically and , downscaled
automatically to fully fit inside the screen
o Center horizontally, auto-size width - plans are centered horizontally and can be scrolled

vertically when the plan height is larger than screen height

o Usermode page transition - apply selected animation when changing plans

¢ Usermode auto-size upscaling - when auto-sizing is enabled the plan is only downscaled by default,
enabled this option to allow upscaling as well

e Usermode background color - default background color for Usermode visualization

e Usermode background image - default background image for Usermode visualization

e Custom font - default visualization font

e Use dark theme - whether to use dark theme for Usermode, Touch, Schedulers and Trends

o Enable swipe gesture - allows changing between plans by performing a horizontal swipe gesture

o Disable object click animation - disable object click animation for visualization

e Diminactive visualization after - show a dark overlay after a defined number of minutes

e Dimming level - overlay opacity in %

e Show alerts in visualization - show alert message when alert() is called from a script

¢ Allow external access via iframe - allow Usermode, Touch, Schedulers and Trends to be included in an

iframe element

©2023 INTERRA
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4.10.12. System

Quick access to certain System configuration settings.

=

:| KHX conmnection

L] Metwork sattings

T Admin acoess

T Remole services

& Toggle device identification

Fig. 107: Utilities — System Window
When Toggle device identification is clicked, LED2 starts blinking red and green. Click it again to stop this
process.

Fig. 108: Utilities — LED2 Blinking Window

82
©2023 INTERRA PM2310270186AEN



iBMS Logic Server

'I NTERRA Product Manual

4.11. User Access

LongicMachine Meghbours: | Seiect nsghbour « | Language: Engish w | SIE R Lol
M Login WrEUahzalion aey Sehedulens aocess  Trends Broess AQps BCopsE AL ]
1522 1= Pamal Hang Hong Pamal (|
3 Add new wser o Lser access setlings ACoess ogs

Fig. 109: User Access Window

4.11.1. User Access Settings

Liser acoess seftings "

Disabde password for Visualkzation: |
Enable password for Apps:
Enable password for User directony:
Vsuakrabon pr code:

R=member username and passeord:

L

User coolde expration days: 30

Save Cancel
Fig. 110: User Access - Settings Window

o Disable password for Visualization - disable password access for the visualization

o Enable password for Apps - enable password for the main application page

e Enable password for User directory - enable password access for the userdirectory

¢ Visualization pin code - global pin code for the visualization

¢ Remember username and password - whether to save credentials on the client device. Does not apply
to the admin user. Credentials become invalid if client IP address changes

o User cookie expiration days - how many days the saved credentials are stored

4.11.2. User directory
HTTP server-side scripts (.Ip) files can be placed into the user directory to provide additional functionality. FTP
server must be enabled to upload files to this directory.
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4.11.3. Adding Users

User ¥
General Visualization Schedilers Trend s Apps Mcrsaic Advanced
MName: WS
Logn: user
Cloud login (e-mad): example@openrb.com
Active;
Password:

Repeat password:

Visualzation access: Partal w
Schedulers acoess: Partial hd
Trends acoess: Parial >
Apps access: Partal S
Mosaic access: Partal =
Save Cance:

Fig. 111: User Access — Add Users Window
¢ Name - name of the user
e Login - user login name
¢ Cloud login (e-mail) - login for cloud (e-mail address)
o Active - whether the user is active or not. Inactive users can’t access the system
e Password - user password
e Visualization access [None, Partial, Full] - Visualization access rights
e  Schedulers access [None, Partial, Full] - Schedulers access rights
e Trends access [None, Partial, Full] - Trends access rights
e Apps access [None, Partial, Full] - Apps access rights
e Mosaic access [None, Partial, Full] - Mosaic access rights

e Access rights:
o None - no access
o Partial - access to specific elements is defined in a relevant tab
o Full - full unrestricted access

84
©2023 INTERRA PM2310270186AEN



INTERRA

©2023 INTERRA

[CJClimate controi_H
[[]snutters_H
[JJugnting_H
[Caccess control_H
[[]eathroom_H

Fig. 112: User Access — Tabs Window
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Advanced tab allows specifying group address access filter for each user. This feature is recommended for
improved security especially when a single LogicMachine is shared by multiple independent clients.

User

General Veuakzaton || Schedulers Trend logs

Group address access kst

One entry per ne, Example ine farmat:

1

J1f1

£
T/4,

/15-3/4/64

Apps

Mosaic

W For mproved security you can provide a st of group addresses that a user can access. User
can access al groups addresses if this IS0 & emply.

Advanoed

X

cancel

4.11.4. Access Logs

Access logs contain information on successful and unsuccessful login attempts into the system. Login, IP address
and access time is provided for all entries.

©2023 INTERRA

Hame

Fig. 112: User Access — Advanced Tab Window

Login
admin
admin
ool [ssh]
ool [55h]
oot [s5h]

Fig. 113: User Access — Access Logs Window

86

IP address
192.168.1
192 168 1
192.168.1
192.166.1
192.168.1

213
213
213
213
213

Accessad at

15.03.2022 09:19:00
1503 2022 0006 48
1503 2022 09°06:24
14.03.2022 16:30:19
14.03.2022 16:14:31
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4.13. Modbus Master (RTU/TCP)

LogicMachine Meighbours: | Select nesghbour w | Language: | Engish w | Startpaoe Logout
4 | Visualmation | Vs, graphics | uthtes || useracoess || el | modbus || Enocean | 1awre || Mers | Logs | Emorog | About
Name Profiie Status object Connection type | Devicea.. Pollinterval ©.. M. D
3 Add device | | (JpRTU seftings. | 2§ RTU scan || JhRead iest Profiles Emoe og ||| »wirite address

Fig. 114: Modbus Master Window

4.13.1. Modbus Devices Profile

Each Modbus device requires a JSON profile which specifies the list of available Modbus points and their
respective data formats.

Click Profiles and then click Add profile to upload a new profile.

Ak paifile o

File Browse_. Mo fie seleqed

Sane Cance

L]

Fig. 115: Modbus Devices Profile Window

Note! Device entry must be created from scratch when a new or updated profile is added.
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4.13.2. RTU settings

Up to three different RTU connections can be defined.

RTU settings x
AL
RTU (senal) enabled:
Port; fdev/R5485-1
Baud rate: 115200 i
Panty: Evan w
Dhupex: () Hal-cugplex (2 Ful-dupiex

D Leave port empty for automatic detection

BT 2

RKTU {senal) enablad: |

Part;

Baud rate: 115200 jl
Panty: Even w
Duplex: (@) Hal-dugiex O Ful-duplex

BT 3

RTU {serial) enabled: U

Part:

Baud rate; 115200 w
Pariy: Even -
Duplex: () Haf-dupkex O Ful-dupiex

Resel o defaulls

Save Canced

Fig. 116: RTU Settings Window
o RTU (serial) enabled - whether to enable this connection
o Port (/dev/RS485-1; /dev/RS485-2) - serial port name or leave blank for automatic detection
e Baud rate (1200..500000) - serial baud rate.
e Parity (None 1 stop bit; Odd; Even; None 2 stop bits) - parity/stop bits
e Duplex - either use half or full duplex communication
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4.13.3. Read Test
Click Read test to read values from a Modbus RTU/TCP device.

Read best
Connection type: ® RTU 1 1Ty 2 RTU
Device address: 1
Funiction: Col {21)
Address: 0
Daka type:
Read swap:
Read length: 1

Save

Fig. 117: Read Test Window

e Connection type - either RTU 1, RTU 2, RTU 3 or TCP/IP
e Device address - Modbus device address

iBMS Logic Server
Product Manual

£ ¥

£ ¥

L]

Canceal

e Function (Coil, Discrete input, Holding register, Input register) - Modbus function

e Address - starting data address
o Data type - data type, only available for registers

o Read swap (None (ABCD); Word (CDAB), Byte (BADC), Byte and word (DCBA)) - sets word/byte order
o Read length - number of registers/coil to read, disabled when a predefined data type is selected

4.13.4. RTU Scan

Click RTU Scan to scan one of RTU ports for new devices in a selected address range. Only devices that are not
already present and have a valid profile will be added. Operation will finish once the whole range has been

scanned or 30 seconds have elapsed.

RTU scan
RTU: ®RrRTU1 U JRTU3
Scan range start: 1 &
Scan range end: 10 :

& Only devices that are not aready present and have a vaid profie wi

scanned or 30 seconds have elapsed

Save

Fig. 118: RTU Scan Window
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4.13.5. Adding Modbus Device

Click Add device to add a new Modbus device with a predefined profile.

Modbus device M

Connection type: JrRTUL O Rz QORUI @ TCRIP
Name:

Status object: v
Write to bus: Dhoes ot appdy to virtual objects

Profie: v
IP:

Port: 302

L3

Persistent connection:
Device address: 1

Poll interval (seconds): 5

£r 4» 4D

Timeout {seconds):

) Defaul timeout 5 0.5 seconds for RTU and 3 seconds for TCP

Save Cancel

Fig. 119: Add Modbus Device Window
e Connection type - either one of RTU ports or a TCP/IP connection
e Name - device name
e Status object - status object of Modbus device (online/offline)
o Write to bus - whether to write status to KNX/TP
e Profile - device profile
e TCP/IP properties:
e |IP-IP address of the Modbus device
e Port - communication port of the Modbus device
¢ Persistent connection - when enabled the connection is not closed after each read cycle
e Device address - slave ID of the Modbus device
¢ Pollinterval (seconds) - number of seconds between each read cycle
e Timeout (seconds) - time to wait for a reply from the device
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4.13.6. Object Mapping

Clicking the

e Name - mapping entry name

{at

icon to map Modbus data points to objects.

Object mapping for UIO20

Hame

Loz -
LIo20 -
U0z -
Loz -
Loz -
(8] [oedi 5
Loz -
Loz -
U020 -
LIo20 -
LIo20 -

Click on a specific object to perform mapping and configuration.

Output 1
Output 2
Output 3
Output 4
Output 5
Output 6
Output 7
Output 8
Cutput 8
Output 10
Output 11

Linked to object Current value Type
Coil: 0
Caoil: 1
Coil: 2
Coil: 3
Coil: 4
Coil: 5
Coil: 6
Coil: 7
Coil: 8
Coil: 9

Coil: 10

Fig. 120: Object Mapping Window

Mapping uio - Input 4

Name:

Link to object:
Write to bus:
Value send delta:

Units | suffix:

Tags:

Comments:

uio - Input 4
MRl *,
[:I Dwoes nat apply to virtual objects
-
w
v
Save Cancel

Fig. 121: Object Mapping Uio Window

e Linkto object - link this value to a new or existing object

e Write to bus - whether to write object value to KNX/TP bus

e Value send delta - (only applies to registers) value is sent when the difference between the current and
previously sent values is larger than the defined delta. Leave blank to always send the new value

e Units/ suffix - (only applies to registers) object units

e Tags - object tags

e Comments - entry comments

©2023 INTERRA
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4.14. Alerts

iBMS Logic Server
Product Manual

Contains a list of alert messages from scripts (alert() function), KNX connection status messages and system

start messages.

LogicMachine

Alert time

4.15. Logs

4 | Vi, graphics

17.03.2022 10.49:35
17.03.2022 10:32:56

[ 3 Clear ||| 4

Neighbours: | Select neighbour

Utiites

Script name

| Page

User access | Dal Modbus

Event for my_object (1/1/1)
Event for my_object (1/1/1)

106 | b |0

EnOcean ‘ 1-wie

Message
Alert example
Alert example

||

Fig. 122: Alerts Window

Contains a list of log messages from scripts (log() function).

LogicMachine

Log time

£ Ciear

Click an entry to show a window with full log text in a readable format.

©2023 INTERRA

4 | V. graphics |

17.03.2022 10:49:35
17.03.2022 10:49:35

Neighbours: | Select neighbour

Utiities User access

Scrpt name

£ Show logs window | |4

Event for my_object (1/1/1)
Event for my_object (1/1/1)

|

Dali Modbus EnOcean 1-wire

Message

Page 106 | b |0l |22

Fig. 123: Logs Window

v | Language: | Engish

Alerts

v | Language; | Engish

Alerts

* string: exampie of log 1
* string: exampie of log 2

v | Startpage Logout

Logs | Errorlog | About |

v

Dispiaying alerts 1 - 38 of 200

v | Start page Logout

Logs || Errorlog | About |

v

Displaying logs 1 - 38 of 200

Logged at 01.04.2022 11:21:15

* table:
["datalen”]
* number: @
[“srcraw"]
* number: @
[“src™)
* string: local
["datahex"]
* string: o1
["meta"]
* string: admin
["sender"]
* string: us
["type"]

* string: groupwrite

[“nobuswrite"]
* bool: false
["dstraw"]

* number: 2385
["getvalue™]

* function: 8xbEfdedas

["dst”]
* string: 1/1/1

Fig. 124: Log List Window
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4.16. Error Log

Error messages from scripts and applications are displayed in the Error log tab.

LogicMachine Meighbours: | Select neighbour v | Language: | Englsh ~ | Start page Logout
# | Vis. graphics Litiities Useraccess | Dall | Modbus | EmDcean 1-wre || Alerts ogs | Error log About
Error time Script name Error description
14.03.2022 15:57:17 Zigbee b
1003 2022 110855  Evenl for my_object (1/1/11) User script 1. module "user dar not found: no field package preloa
{3 Clear Page 1of6 | F K = Displaying errors 1 - 38 of 200

Fig. 125: Error Log Window
Click an entry to show a window with full error log text.

4.17. User Interface Status Information

Page 1 of 1 ' | IP > Loc policy: None; Loc > IP policy: None  Displaying objects 1 - 11 of 11

CPU/T0: 0.00 0.00 0.00, Memory: 9%, KNX/IP | Sync project data

Fig. 126: User Interface Status Information Window

e CPU/IO - Load average. The load average represents the average system load over a period of
time. It conventionally appears in the form of three numbers which represent the system load
during the last one-, five-, and fifteen-minute periods. The lower a number the better.

Note!Inspect your running tasks if the load exceeds a level of 0.70!

More on UNIX style load calculation can be found here:
http://en.wikipedia.org/wiki/Load_(computing)#Unix-style_load_calculation

e Memory - RAM usage in %

o  KNX/IP/ KNX/TP - type of the KNX bus connection. Current connection status is provided for
KNX/TP mode

e Sync project data - save all project data to the internal storage. The project is synchronised
automatically every 30 minutes, or when Reboot or Shutdown commands are executed

e KNX/TP load graph - shows average KNX bus load, click the graph to open full KNX/TP statistics
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5. System Configuration

System configuration allows changing system parameters, configure services, upgrade firmware and check
system status.

£ Q

A=

LogicMachine System config

Fig. 127: System Configuration Window

5.1. System

5.1.1. Hosthame
Hostname can be changed in System — Hostname. This name is displayed in the browser title, it is also added to
the backup file names. It appears when searching for the device using LogicMachine applications.

Fig. 128: Hostname Window
5.1.2. Packages

Displays a list of currently installed packages. Click to add new packages.

24.9-1

Packages

OpEVEN

e 000417
oplg DT Saod PS5 INCES B4 e T i a0l b 6
YT 3dpE-l
PG 20201214
pihsem 2081

=] 1

reds AT-F
ol 14.7:3
sm3esh 03.0-8

d 20106-04-15.1-1
[Fa e 0353
usb-modesvich 201703
waltpd A3-F
OO 15651

b 1211-1

Eplts
Actons:

C00CCO00CCOO00CO00O000OO0

nianR-1

Fig. 129: Packages Window
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5.1.3. Admin Access

Allows changing the admin user password.

Admin access x
Login admin

Current password saes

Wew password LT TS

Repeat password sanaRnane

Ly Warning: default admin password is set, please change it as s00n as possibie

Fig. 130: Admin Access Window

5.1.4. Upgrade Firmware
Used to perform a full system upgrade (both OS and Logic Server parts).

Upgrade flrmware ®
Firmnware fie Browse._, | No fie selacted,

L HW: LMS Lite + Ext (LMXE)
SW: 20210806
‘Warning: firmware downgrade is not supported.
It will take about 5 minules Tor upgrade to complete, Al conlig es
will be kept unchanged, Do nat unpheg your device whie upgrade
5 In progress!

Fig. 131: Upgrade Firmware Window

Note! It is recommended to perform a project backup in LogicMachine — Utilities - Backup before upgrading the

firmware.

Make sure that the new firmware matches the hardware model that is being used.

5.1.5. Backup Configuration

System configuration backup contains all Logic Server service configuration files (including password) and the
KNX filtering table.
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5.1.6. Restore Configuration
Allows restoring a system configuration backup. Note that this might change the device IP address.

Restore configuration *®

File Browsa... | Mo fie selected.

i) Device wil reboot automatically after configuration has
been restored

ok | cance

Fig. 132: Restore Configuration Window

5.1.7. Reboot

Performs project save to disk and reboots the system.

5.1.8. Shutdown

Performs project save to disk and shuts down the system. Power can be safely removed once LED1 stops
blinking and LED2 turns off. To prevent accidental shutdowns the system will be restarted automatically after
several minutes.

5.2. Network
5.2.1. Interfaces

Name MALC address 1P address MTU TX Bytes RX¥ Bytes Errors

ethd D0:16:C5:00:46:08 192,168.1.59 1500 1MB 2 M8 o/o s

Fig. 133: Interfaces Window

Click the interface name to change parameters.

| & . |
Interface ethd ®
Protocol Static [P b
1P address 192.168.1,59
Hetwork rmask 255,255,255.0
Gateway TP 192.168.1.1
DNS server 1 B.8,8.4
DHS server 2 BLB.4.4
HTU
[ ok || cancel

Fig. 134: Interface eth() Window
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e Protocol:

e Static IP - static IP address

e DHCP - use DHCP protocol to get IP configuration automatically

e |P address - static IP address

e Network mask - network mask. (255.255.255.0 by default)

¢ Gateway IP - gateway IP address

e DNS server - DNS server IP address

e MTU - maximum transmission unit, the largest size of the packet which could be passed in the
communication protocol (1500 by default)

Click el to view a real-time graph of the interface traffic flow

Network usage for interface ethO - X
In 9 Kbps

60 Kbps

Fig. 135: Network Usage for Interface eth() Window

5.2.2. Routes

Displays a list of current network routes.

Routes - X
Interface Destination Gateway Network mask

etho 0.0.0.0 192.168.1.1 0.0.0.0

etho 192.168.1.0 0.0.0.0 255.255.255.0

etho 224.0.0.0 0.0.0.0 240.0.0.0

Fig. 136: Routes Window
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5.2.3. ARP Table

Displays a list of known IP and MAC addresses.
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Fig. 137: ARP TableWindow
5.2.4. KNX Connection

KNX connection

General IP > Local filter Local > IP filter
Mode TP-UART
ACK al group telegrams O

KNX address 15.15.255

KNX TP features

Multicast IP 224.0.23.12
Multicast TTL 1

Maximum telegrams in queue 100

TOS priority level (0 = no priorty) 0
Backbone key (encryption)

Enable only secure communication ]

) Setting Backbane key wil enable encryption of routing telegrams. Key must consist of 32
hexadedmal characters. Reception of normal telegrams wil stil work. Tunneing and non-secure
routing is disabled i only secure communication is enabled.

Fig. 138: KNX Conneciton - General Window
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5.2.4.1. General Tab

iBMS Logic Server
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e Mode - KNX connection mode:

» TP-UART - KNX/TP bus connection over a built-in TP-UART interface.
=  KNX/IP communication is still possible with this mode when KNX IP features are enabled
IP Routing - KNX/IP Routing multicast mode with unacknowledged data Exchange
IP Tunneling - KNX/IP Tunneling connection to an external router.
Router IP address must be specified in this mode, router port can be added using IP:PORT format. This
is a unicast mode with acknowledged data exchange
IP Tunneling (NAT mode) - same as IP Tunneling but allows connecting to a router outside of the LM
subnetwork.
ACK all group telegrams - acknowledge reception of all group telegrams received via KNX/TP
KNX address - physical KNX address of the device
KNX IP features - enable KNX/IP Routing and Tunneling connections
Multicast IP - multicast IP address for KNX/IP Routing
Multicast TTL - Time-To-Live for multicast telegram (maximum number of hops)
Maximum telegrams in queue - maximum number of telegrams that can be queued
TOS priority level (0 = no priority) - Type-Of-Service priority for KNX/IP telegrams, requires a router/switch
with TOS support
Backbone key (encryption) - backbone key for secured telegrams for KNX/IP Routing
Enable only secure communication - disables KNX/IP Tunneling and nonsecure KNX/IP Routing, only
encrypted KNX/IP Routing is supported in this mode

5.2.4.2. IP > Local Filter
Filtering table for incoming telegrams from KNX/IP.

=
KNX connection x
General 1P > Local filer Local > IP filter
Apply fiter to tunneing
SRC polcy Mo fiter v
Ind. address kst
i) One address/range per ine. Use * (2.g. 1.1.%) to fiter al addresses in the given fine.
DST group pokcy ho fiter v

Group address kst

i One address/range per ine. Use ® (e.g. 1/1/) to fiter al addresses in the given ine.
Mote: by default Local = [P fiter only apples to telegrams from TP conmection, unless update
tEegrams are aso fivered.
Fitering ksts are updated at once, changing polides requires restart.

0K Cancel
S ——————————————————————

Fig. 139: IP > Local Filter Window
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e Apply filter to tunneling - whether to apply filter policy to telegrams in tunneling mode. If ETS is used it is

recommended to turn this feature off

¢ SRC policy [No filter / Accept selected individual addresses / Drop selected individual addresses] - policy

for source individual addresses

e Ind. address list - list of individual addresses. One address/range per line. Use * (e.g. 1.1.*) to filter all

addresses in the given line

e DST group policy [No filter / Accept selected group addresses / Drop selected group addresses] - policy

for destination group addresses
e Group address list - list of group addresses. One address/range per line.
Use * (e.g. 1/1/*) to filter all addresses in the given line

It is also possible to set filtering per-object in Logic Server— Objects tab:

Lokl
Dilijects L

Dbgect fiber . Group: address - Qi nams P s ioc dber Lo > P lilar Everd scripl  Dala type

1111 L ' ! 3 0 (M1 S h
M of group address - <] . i

s e e 4 s

Fig. 140: Objects Tab Window

5.2.4.3. Local > IP Filter
Filtering table for outgoing telegrams to KNX/IP.

KNX connection

General 1P = Local filter Local = TP filter
Fiter local update telegrams

SRC polcy

Ind, address kst

) One address/range per ine, Use * (e.g. 1.1.*) to filter al addresses in the given ine,
DST group poicy o fiter

Group address st

i) One address/range per ine. Use * (e.g. 1/1/*) to fiter al addresses in the given Ine.
Mote: by default Local = IP fiter only apples to telegrams from TP connection, unless update

telegrames ane atso fitered
Fitering s are updated at once, changng polces requings restart,

Fig. 141: Local > IP Filter Window
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Filter local update telegrams - whether to apply filter rules to update telegrams (called by grp.update() or

when Write to bus is disabled)

SRC policy [No filter / Accept selected individual addresses / Drop selected individual addresses] - policy

for source individual addresses

Ind. address list - list of individual addresses. One address/range per line. Use * (e.g. 1.1.*) to filter all

addresses in the given line

DST group policy [No filter / Accept selected group addresses / Drop selected group addresses] - policy

for destination group addresses

Group address list - list of group addresses. One address/range per line.

Use * (e.g. 1/1/*) to filter all addresses in the given line

5.2.5. KNX Statistics

Displays KNX/TP and KNX/IP statistics, including TP bus load, number of TP repeat telegrams and a number of
sent and received KNX/TP and KNX/IP telegrams

KNX statistics
Period TP load TP repeats TPRX/TX
Last minute 23.34% 0 86 /124
Last hour 11.27% 1 325 / 486
Total 11.27% 1 325 / 486
02:18
TP load: 64.89% TP repeats: 0.18%

Fig. 142: KNX Statics Window
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5.2.6. BACnet Server Settings

BACnet settings ]
Server enabled

Device ID 127001
Device name (optional)

Password mybacpwd
Object priority 16
Add group address to object name

Use comment as object description

Convert object units to BACnet units

Port 47808
BEMD IP

BBMD port

BBMD lease time (seconds)

ok | cancel

Fig. 143: BACnet Server Settings Window

e Server enabled - whether the BACnet server is enabled

e Device ID - BACnet device ID

e Password - device password

e Object priority - priority array position for values that are written from any other source than
BACnet

e Add group address to object name - append group address (X/Y/Z) to object names

e Use comment as object description - use object comment field value as BACnet object
description

e Convert object units to BACnet units - whether to convert textual object units to BACnet units
automatically

e Port - server port number

e BBMD IP - BACnet router IP. When a router IP and port are set, Logic Server will act as a foreign
device and will attempt to register with a BACnet router

e BBMD port - BACnet router port. When router IP and port are set, Logic Server will act as a foreign
device and will attempt to register with a BACnet router

e BBMD lease time (seconds) - registration resend interval

Only binary and numeric objects with Export enabled can be accessed via BACnet.
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5.2.7. BACnet Objects

Displays a list of exported BACnet objects. It is possible to download a CSV report containing all objects.

BACnet objects -x
Device name: LogicMachine_222 Download C5V
Device ID: 222

Object priority: 16
Port: 47808

= Type + Instance « Device name « Current value
2(av) 6500 PassivPluss 1(3.1.100) 29
2(AV) 6501 PassivPluss 2 (3.1.101) 29

Fig. 144: BACnet Objects Window

5.2.8. BACnet COV Settings

Change Of Value (COV) delta can be set for each numeric object. The maximum number of COV subscriptions
can be increased up to 4096.

s
BACnet COV settings x
Maximum COV subscriptions 256

@ Changing COV vaes wil cause all active COV subscriptions to be cancelled, priority array values
wil be reset

Temperature 1

Fig. 145: BACnet COV Settings Window

5.3. Services
5.3.1. NTP Client/Serve

Network Time Protocol (NTP) service synchronizes LM date and time with external servers. Up to four NTP
servers can be specified. LM can also act as an NTP server for other devices on the same network.

r NTP (clock synchronization) X
Client status Enabled w
Server 1 0.europe.pool.ntp.org
server 2 1.eurape.pool.ntp.org
Server 3 2.europe.pool.ntp.org
Server 4 3.europe.pool.ntp.org
Local server status Disabled v

A [ ok || cancel

Fig. 146: NTP (Clock Synchronization) Window

103

©2023 INTERRA PM2310270186AEN



iBMS Logic Server

.I NTERRA Product Manual

5.3.2. HTTP Server

Allows adding an additional HTTP and HTTPS port. Unsecure HTTP can be disabled. Up to four CORS client IP
addresses can be provided to allow certain applications to make external requests to the Logic Server via
HTTP(s).

HTTP server *x
Additional HTTP port
Additional HTTPS port
HTTPS mode HTTP and HTTPS enabled w
) Default HTTP port: 80, default HTTPS port: 443
CORS origin 1
CORS origin 2
CORS origin 3

CORS origin 4

ok || cancel

A I | ]

Fig. 147: HTTP Server Window

5.3.3. HTTP SSL Certificate

Allows setting a custom private key and certificate. It is also possible to generate a new self-signed key/certificate
pair.

HTTP S5L certificate ®
Mode Upload rew private key [ certficate e
Private key (RSA)

Certficate (SHAZ56)

Fig. 148: HTTP SSL Certificate Window
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5.3.4. FTP Server

| &

FTP server x 1

Free space 6.9G

Server status Disabled ]

Require encryption (FTPS)

Part 21

Username ftp

Password

Username apps

Password

External IP

Passive mode min port

Passive mode max port

i Leave password biank to keep it unchanged. External IP and passive mode
ports must be set when you want to access FTP behing NAT. Make sure both
FTF port and passive mode port range are forwarded on your router.

| oK | Cancel

Fig. 148: FTP Server Window
e Server status - whether the FTP server is enabled
e Require encryption (FTPS) - whether to force FTP encryption
e Port-FTP server port
e Password - password for the ftp and apps users
e Passive mode min port, Passive mode max port - port range for external clients to use in passive mode

5.3.5. Remote Services

Remote services

Service status Disabled
Alow only exported objects [
Username remote

Password

&) Leave password blank to keep it unchanged.

Fig. 149: Remote Services Window
e Service status - whether the remote services are enabled
¢ Allow only exported objects - if enabled then only objects with Export mark  can be access via remote
services
e Password - password for the remote user
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5.3.6. Remote Diagnostics

Should only be enabled for remote support provided by Embedded Systems.

Remote diagnostics

Service status Enabled

@) Port 22 must be forwarded on your router

Fig. 150: Remote Diagnostics Window

5.3.7. OpenVPN Client

iBMS Logic Server
Product Manual

OpenVPN can be used for secure external access to your LogicMachine. An external OpenVPN server is

required.

©2023 INTERRA

7
OpenVPN client configuration

Service status Disabled
Usarmane (optional)

Password (optional) |
Configuration file [client.ovpn)
tls-client

remote 137.8.8.1 1194

pull

proto udp
seript-security 2
reneg-sec @
cipher AES-256-CBC
dev tund

“cax

-----BEGIMN CERTIFICATE-----

MIIDATCCAL2gAWT BART JAME EGONVR 23 rMABGC Sqa5 Th IDJEBCWMMFEXCZATBENY
BAYTALRKMOEWIHYDVOQHIRI UYWL wZ Wi F  AUB g VBAGMIVNSbm3 s b2dSTE LuYydx
GTAXBENVEAMMEFNShmS s b2 d5 TE LuYy A gQaEwHhcHMT Yl T 3MTAMTU L Ibhe HM2 Yig
Fiz EGMTAusTTUL W B AMQ vl QYDVDQGEw UV 2 EPMABGATUE BuwEVEF pcGYpMRYWF AYT
VOOKDALTeWSvbGInesE I bmMuMRknFwYDWOQDDEE T ek vbGEone 58 JbmMu IENEMIIE
TjANBgkahkiGIwBBAJEFAADCAQEAMT TBC KCAQEAZL PBvIQNot LKMVUWBHE bvGG
dEv] kw7 0ByEYREOUrpZ f TAMUYR9x+ 567 « BHCohHKGRAT IWsF3mec DPtFhiDedvDE
uPzTFectemysISwicATpThASETu30tCE 2 XF2YIMIECY Y] IVEGSMM eNDe 2KUK VR
altmxPrVPga¥sjs@alCZg2rDc6267gHaddyA ] ZaqoMOgn ]/ S39vh TphawEhs y Twd
GMEEv12XGsuRI9EAG+ndgl sPpVGEN cREWPIDEX L chmr i if 1L 7PRSEQUB1]Y TN
nTOmI GvKZDATwGyVAZ 2 by fcUkhd 1e0X /NS08 rYNKB VT rhsBX FasbwC B 12010
AQABOL AT JAdBENVHOAEFgQUACHZ 421 /v PATXEINBGArSpM s YTVRD ] BBEW
FolUACHz 421/ ve PETHINBGArS pH/ s YWD AYDVASTBALWAWE B, 2 ANBgkghk i Gowaa

A EAROE ANEAALAEE T AV 0T naon TUE AR A8 AT DLBEMLA WE LS A T Db AR

[ %

Fig. 151: OpenVPN Client Window
Service status - whether OpenVPN client is enabled
Username / Password - optional credentials
Configuration file - contents of client.ovpn configuration file

106

PM2310270186AEN



iBMS Logic Server

'I NTERRA Product Manual

5.3.8. OpenVPN Status

Displays the OpenVPN client connection logs.

OpenVPN status - X

Tunnel status: unknown / no connection

Fig. 152: OpenVPN Status Window
5.3.9. ZeroTier

ZeroTier is a technology for secure external access to your Logic Server.

—

ZeroTier ®
Service status Enabled v
Join network ID 1 12345678abodef

Join network ID 2
Join network 1D 3
Join netwaork ID 4
Port 9093

MNetwork status
Address: 1234567890

L OK | Cancel 4
Fig. 153: ZeroTier Window

e Service status - whether ZeroTier is enabled

e Join network ID 1..4 - network IDs to join

e Port- UDP port to use

¢ Network status - LogicMachine ZeroTier address and a list of statuses for  each configured network
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5.4. Status
5.4.1. System Status

Displays general system information including CPU usage, Memory, Partitions and Serial port list.

System status - X

General Memory Partitions Serial ports

CPU model ARMv7 Processor rev 5 (v7T1)
Linux kernel version 4.4.279

System uptime 0d 1h 29m

Load averages 0.00 0.00 0.00

Fig. 154: System Status Window

5.4.2. Network Utilities

Ping and Traceroute utilities are available. Both IP addresses and DNS names are accepted.

Network utilities - %
Ping Traceroute

IF / Hostname: 1592.168.1.100

PING 192.168.1.18@ (192.168.1.188): 56 data bytes

64 bytes from 192.168.1.186: seq=@ ttl=64 time=8.665 ms
64 bytes from 192.168.1.188: seq-1 ttl-64 time-8,487 mns
64 bytes from 192.168.1.180: seq=2 ttl=-64 time=-2.4083 ms
64 bytes from 192.158.1.186: seqs=3 ttl=64 time=8.488 ms

= 192.168.1.10@ ping statistics ===
4 packets transmitted, 4 packets received, @X packet loss
round-trip min/favg/max = 8.480/8.468/8.665 ms

Fig. 155: Network Utilities Window

5.4.3. System Log

Displays the operating system log.

System log - %

Mar 18 11:08:47 LogicMachine kern.notice kernel: [ 21.714268] random: nonblocking pool is intialized

Mar 18 11:08:32 LogicMachine kern.info kernel: [ 5.573928] fec 2188000.ethernet eth0: Link & Up - 100Mbps/Ful -
Mar 18 11:08:30 LogicMachine user.info sysinit: /ib/genohm-scada/storage/db/current.db: OK

Mar 18 11:08:30 LogicMachine authpriv.info dropbear[1001]: Running in background

Mar 18 11:08:30 LogicMachine kern.info kernel: [ 3.240360] EXT4-fs (mmcblkOp3): mounted filesystem with ordered
Mar 18 11:08:30 LogicMachine userinfo sysinit: /dev/mmcblk0p3: dean, 793/468640 fies, 70021/1873920 blocks
Mar 18 11:08:29 LogicMachine user.info sysint: fdev/mmcblk0p3: recovering journal

Mar 18 11:08:29 LogicMachine user.info sysinit: e2fsck 1.45.6 (20-Mar-2020)

Mar 18 11:08:29 LogicMachine kern.info kernel: [ 2.560180] fec 2188000.ethernet eth0: Freescale FEC PHY driver
Mar 18 11:08:28 LogicMachine kern.info kernel: [ 1.490620] fec 2188000.ethernet eth0: Freescale FEC PHY driver

Fig. 156: System Log Window

108
©2023 INTERRA PM2310270186AEN



INTERRA

5.4.4. Running Processes

Displays currently running system processes.

Stopping certain processes can make the system inoperable until a reboot is performed.

©2023 INTERRA

Running processes

PID

713
715
717
914
990
1001

Command

[sbin/sysioad -C16

/sbin/kiogd

/shin/hotplug2 —override —persistent —set-rules-file /ete/hotplug2.rules —set-coldplug-cmd
/sbin/watchdog -t 5 [dev/watchdog

Jusr/sbin/gpied - /ib/ = its.sh -d e/restoresh -b 9

dropbear -R -p 22 -K 300

Fig. 156: Running Processes Window
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CONTACT INFORMATION

THE INTERRA WEBSITE

Interra provides documentation support via our
website www.interratechnology.com. This website
is used as a means to make files and information
easily available to customers. Accessible by using
your favourite Internet browser, the website
contains the following information:

- Information about our products and projects.
- Overview of Interra company and values.

- Product Support: Datasheets, product manuals,
application descriptions, latest software releases,
ETS databases and archived software.
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